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Abstract:As the use of Wireless Body Area Network (WBAN) becomes
widespread, concerns about the security of the data they produce and
transmit are also increasing. One of the basic security requirement for
WBAN communication include authentication. In this study, a certificateless mutual authentication scheme is proposed. The scheme was developed
using pseudo-DNA cryptography techniques (due to its features such as
randomness and rule less, easily generated and accessible, similarity to the
binary system and no need for high-tech laboratory conditions) in addition
to modern cryptography techniques, to increases the level of security
without adding additional computational costs to the system.
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computing, Wireless Body Area Network-WBAN.
1. INTRODUCTION
A Wireless Body Area Network (WBAN) is a network of small wearable
sensors and computing devices that can be attached to or located inside humans or
animals. A WBAN can be used to collect, store and transfer health data e.g. heart
rhythms, brain signals, temperature, blood pressure, blood glucose levels, and
monitor the condition of a wearer’s health. The data can be processed locally and/or
transmitted for remote processing using a telephone or internet-enabled device, and
in principle acted upon more quickly if necessary. WBANs are increasingly being
used for applications across diverse sectors including telemedicine, health insurance,
veterinary science, education, entertainment, sports, farming, soldiering [1]. The
range is increasing as technical knowledge advances, especially in sensor technology
(smaller sizes, less energy consumption, more computing capabilities), increases in
battery longevity and the rollout of 5G communications.
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Mutual authentication is a commonly used security practice in which
communicating entities authenticate each other before actual communication occurs.
Certificated mutual authentication occurs when encryption keys are generated by a
trusted third-party certification authority or Key Generation Centre (KGC). This
introduces the risk that the third party’s security is compromised (the key escrow
problem) [2]. In addition, for WBANs, in which data is constantly updated over a
network e.g. location tracking, then adding third-party communications into the
mutual authentication data transmissions protocols can increase performance
runtime and computational costs. In certificate-less mutual authentication, both
parties generate the required keys by themselves, verify each other and neither a
certification authority nor a KGC are involved.
The design of a WBAN application needs to balance several qualities including
effectiveness, computational efficiency, resource efficiency, security and often
physical weight. Security is concerned with preventing damage, destruction, and
unauthorized access or changes to data. Security enhancement mechanisms include
authentication between communicating parties, maintaining data confidentiality,
protecting data integrity, availability, access control and non-repudiation [3].
In molecular biology, a Deoxyribo Nucleic Acid (DNA) is a molecule that
carries the genetic information (data and instructions) necessary for the vital
functions and biological evolution of all organisms and some viruses. The genetic
information is converted into functional products, many of which are proteins e.g.
antibodies, enzymes that play important roles in our bodies. The genetic information
conversion process is achieved by exposing DNA molecules to different specific
chemical processes e.g. translation, transcription. In DNA (or Bio-) Computing the
idea is that different information storage and processing problems we wish to solve
are mapped on to a set of DNA Molecules. These molecules can then be exposed to
a series of chemical processes that can replicate well known computational
processes. The result is a new set of DNA molecules that represent possible solutions
to the information storage and management problems. Since many of the chemical
reactions execute in parallel, there is optimism that DNA Computing might offer
significant process performance improvements on modern day computers. In
addition, DNA offers significantly more efficient data storage, cheaper production
costs, and reduced operational power consumption than silicon. Adelman's use of
DNA molecules for a solution of the non-polynomial Hamiltonian path problem [4]
is regarded as the beginning of DNA Computing. In practice, we are a long way
from realizing DNA Computing, so the field of Pseudo DNA computing has emerged
in which traditional solutions to current information storage and processing problems
are being generated that imitate molecular biology information storage and
processing approaches. Many DNA-based cryptography solutions have been
proposed for encryption algorithms [5-7], image encryption algorithms [8, 9], OTP
(One Time Pad) [10, 11], data hiding and steganography [12, 13] authentication
[14,15] and watermarks [16]. Often solutions have been biochemical or by
simulating DNA functions (Pseudo or Virtual DNA cryptography [17]).
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This paper proposes a novel certificate-less mutual authentication scheme
between a WBAN Client and an Application Provider that combines ideas from
modern cryptography with those from molecular biology.
Section 1 gives related works and our contribution. Section 2 describes the
architecture of a WBAN and presents an introduction to the fundamentals of
molecular biology including Central Dogma, DNA structure and calculation
principles. Section 3 explains the proposed WBAN authentication scheme in detail.
A security analysis of the proposed method is presented in section 4. Section 5 sets
out some conclusions.
1.1. Related Works
Sensors used in WBAN architectures are normally constrained by memory
capacity, physical size, energy consumption needs, communication capability and
processing power. These constraints can reduce security levels. For example,
attackers can take the advantage of the low level of Signal-to-Noise-Ratio (SNR) of
the WBANs, which can lead to an increase in packet loss rate, to make denial of
service attacks. Attackers can also eavesdrop traffic between elements of a WBAN
architecture and inject new messages into the system or replicate old messages. One
of the basic security requirements for WBAN is the focus of this study:
authentication.
Many authentication schemes have been developed to meet the authentication
requirement of WBANs
(i) Non-cryptographic based schemes include physiological signal based,
channel-based, and proximity-based schemes. These schemes generally are based
on an assumption (for example, wearable sensors can measure the same type of
electrocardiogram parameters), which limits the application scope of the approaches
because it requires special hardware or software. Cryptographic schemes have less
limitations in terms of special hardware/software compared to these schemes [18].
(ii) Cryptographic based schemes include public key infrastructure (PKI),
identity-based cryptosystem (IBC) and elliptic curve cryptography (ECC). In PKI,
a user's identity and public key require a certificate generated by the certification
authority (CA), so issuing, managing, and maintaining certificates in these protocols
is a challenge to be tackled. IBC-based methods were proposed [19] to avoid the
certification problem. User credentials are used as public key and no certificate is
needed. However, most of the IBC-based methods cannot provide user anonymity.
ECC-based methods provide the same security level as other cryptographic methods
with smaller key sizes to improve efficiency. However, ECC-based protocols require
the clients to verify public keys through public-key certificates. Therefore, Shen et
al. [20] suggested an ECC based certificate-less authentication scheme. Each
method has strengths and weaknesses, and designing a WBAN authentication
scheme that meets competing desired security requirements remains a complex
challenge.
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1.2. Our Contribution
By carefully exploring the characteristics of WBAN architectures and DNA
structures we designed a pseudo-DNA inspired authentication scheme. Our
contribution is twofold.
• We have adopted the molecular biology functions (translation, transcription)
and Pseudo-DNA cryptography in addition to the modern cryptographic methods to
the WBAN authentication scheme to strengthen security without additional
computational cost.
• We have designed a certificate-less mutual authentication in which the WBAN
Client and ASP authenticate each other and during the authentication phases a
certification authority is not required.
2. PRELIMINARIES
For clarity, we present some basic information about WBAN architecture
designs and information processing in molecular biology around which our
proposals are based.
2.1. WBAN Architecture
Structurally, a WBAN is a set of nodes connected by short-range wireless
communications. Figure 1 illustrates a WBAN Architecture.

Figure 1 Overview of the WBAN Architecture

It contains three entities: (i) a WBAN Client configured as a set of sensors
connected to the user that requests one or more services from an Application
Provider (ii) a Network Manager (iii) an Application Provider that provides services
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through the network for an authenticated WBAN Client. These nodes are organized
into three tiers [1]:
Tier-1 (User and WBAN Client) consists of the network infrastructure of nodes
that collect data from the body and prepares the data for transmission outside the
WBAN. The data is communicated to a Personnel Server (PS) (e.g. a mobile phone),
which acts as a gateway and transfers the data to Tier 2.
Tier 2 (Network Architecture) consists of the Network Manager and a network
infrastructure of Access Points. The Network Manager is used to generate a unique
code at registration. The Personnel Server communicates through Access Points.
Basically, at this tier communication tries to connect WBANs to other networks.
Tier 3 (AP) consists of the network infrastructure of the AP which communicate
with the WBAN Personnel Server.

2.2. Certificate-less Mutual Authentication
In this paper a certificate-less mutual authentication scheme is proposed to
enhance the security of the data that is transmitted between a WBAN Client with a
PS in Tier1 and an Application Provider in Tier3. Mutual authentication is a process
of authenticating data passed between two parties in a communications link. In a
WBAN environment, the WBAN Client authenticates the Application Provider and
vice-versa. In traditional cryptography, encryption keys are generated by a trusted
certification authority or Key Generation Centre (KGC). In certificate-less
cryptography, both parties generate the required keys by themselves, verify each
other and neither a certification authority nor a KGC are involved, which minimizes
the risk of the third party being compromised (the key escrow problem).
The certificate-less mutual authentication process consists of 3 phases:
Registration, Login and Authorization, and Password Changing. Registration is
performed only once for each user and the initial values of the parameters that the
parties will need during the login and authorization are assigned i.e. WBAN Client
identifier and password. When a User wishes to use the WBAN application services,
the WBAN Client connects to the Application Provider server, whereupon the Login
and Authentication phase is initiated and the User enters the identifier and password
that were set up during Registration. A Network Manager is not required for Login
and Authentication and the WBAN Client can change the password without the
participation of a Network Manager or an Application Provider. The Password
Changing phase is performed when the WBAN Client requests to change the
password during the Registration phase.

2.3. Molecular Biology Background
This section provides some foundational information about DNA and Central
Dogma.
DNA structures (“Information structures”). Genes frame each person’s
unique identity and how their body responds to different external stimuli. Gene
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expression is the process by which the information encoded in a gene is used to direct
the assembly of proteins, large complex molecules that maintain the structure and
function of the body’s tissues and organs.
DNA molecules can be as long as several hundred million nucleotides. Each
nucleotide consists of a nitrogenous base, a sugar and a phosphate group. The
nitrogenous base can be one of Adenine (A), Cytosine (C), Guanine (G) and
Thymine (T). Sequences of nucleotides are categorized as exons or introns. Exons
are used for the protein formation process. Introns are not.
A DNA molecule is structured as a double helix (Watson - Crick Model) i.e.
two strands of connected nucleotide chains are twisted around each other. A
nucleotide in one strand is paired with a nucleotide in the other strand. Those with
base A are always paired with those with base T. Those with base C pair are always
paired with those with base G. A DNA Strand can be viewed as a word over the fourletter alphabet (A, C, G, T).
Central Dogma (“Information Processing”). The principal process steps of
gene expression are known as the Central Dogma. The Central Dogma sets out that
the genetic information held in DNA molecules is converted from DNA to Ribo
Nucleic Acid (RNA) to functional products. The most common functional products
are proteins. Each RNA molecule is formed as a chain of nucleotides and is usually
single-stranded. The genetic information conversion from DNA to RNA is known
as Transcription. The conversion of RNA to proteins is known as Translation.
(i) Transcription: The DNA structure is considered to have two strands, a
Template Strand and Non-Template Strand. The RNA structure is formed by taking
the complement of the Template strand in the DNA Structure but replacing Thymine
(T) with Uracil (U). The RNA structure becomes almost identical to the NonTemplate strand in the DNA structure but with Us replacing Ts. Table 1 shows an
example of RNA Structure formed from a DNA structure. The shaded highlighted
elements are the Introns.
DNA Structure
Non-Template
Strand
Template Strand

Table 1. Example of a Transcription Process

ATG TAC GTT AGA GTG CAA GTG CGT GTT AGT ACA TTC ACT
TTC GCC AAT
TAC ATG CAA TCT CAC GTT CAC GCA CAA TCA TGT AAG TGA
AAG CGG TTA TTA

RNA Structure (first pass – take complement of DNA Template Strand and replace Ts
with Us)
AUG UAC GUU AGA GUG CAA GUG CGU GUU AGU ACA UUC
ACU UUC GCC AAU UUA
RNA Structure (second pass – remove Introns)
AUG UAC GUU AGA GUG CAA GUG CGU GUU AGU ACA UUC
ACU UUC GCC AAU UUA
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(ii) Translation: After transcription, the RNA structure is translated into a
Protein structure by mapping each 3-letter RNA triplet (reading left to right) to a
protein element called a codon using a genetic code table. Some triplets are
especially reserved e.g. AUG is a commonly used to indicate the start of the protein,
UAA is commonly used to indicate the end of the protein. Table 2 shows the how
the RNA Structure in Table 1 is mapped to a Protein Structure.
RNA Structure
Protein Structure

Table 2. Example of a Translation Process
AUG UAC GUU AGA GUG CAA GUG CGU GUU AGU ACA UUC
ACU UUC GCC AAU UUA
START Tyr Val Arg Val Arg Val Phe Thr Phe STOP

Central Dogma and Authentication Analogy. In this paper the processes of
transcription and translation are imitated in a certificate-less mutual authentication
scheme. The “protein” is the authenticated security code. Only one DNA sequence
is stored in the Application Provider. Many users can be verified by the system by
producing different security codes, none of which are stored in the system. If a
WBAN Client and the Application Provider produce the same security code, they
authenticate each other. The WBAN Client can produce a security code without
knowing the entire DNA only with the code information that they have. Figure 2
demonstrates the analogy of the Central dogma in a cell and Authentication scheme.

(a) Central Dogma in a cell
(b) Central Dogma in a proposed authentication scheme
Figure 2. Central Dogma and Authentication Analogy

3. PROPOSED CERTIFICATE-LESS MUTUAL AUTHENTICATION
SCHEME
In this section, a proposed WBAN certificate-less mutual authentication scheme
to ensure secure data transmission between a WBAN Client (Tier-1) and an
Application Provider (Tier-3) will be explained. The Scheme has three phases.
Transcription Function (𝒇𝒇𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻 ): This function receives a DNA
sequence and "Code" information (Start region, End region, Intron Regions -regions
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to be extracted from RNA-) as input. The function then creates an mRNA string
corresponding to the DNA template string which is given as input and extracts the
relevant regions according to the "Code" information (1). In the Registration phase,
the Network Manager provides Coding Information in the form of the length of the
start and end regions, the number of Intron regions and the length of the Intron region
(including fix or variable) composing the Code. The specified Code information is
determined by Network Manager and written to the client's device (PS) should be
determined according to the security requirement of the related WBAN.
(1)
𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 (𝐷𝐷𝐷𝐷𝐷𝐷, 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶) = 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

Translation Function (𝒇𝒇𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻 ): The function takes mRNA data, the
output of the transcription function, as input. The function generates the amino acid
sequence (AAseq) determined according to the previously defined codon data
(except the start and stop codon) (2). Every WBAN can create their own Codon
dictionary according to their needs. In addition, groups consisting of more bases can
be created instead of triple base groups.
(2)
𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 (𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚, 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶) = AAseq
Pseudo DNA Computing
For Pseudo DNA computing, the DNA bases A, T, C, and G are each
represented by a binary string. Table 1 shows a range of different possibilities. All
the logical operations can be performed over DNA bases like XOR, AND, OR,
XNOR, NOT and binary coding for the DNA bases could be changed. In Table 4,
eight kinds of binary code conversion are given for DNA bases. If the first
conversion type {A↔ 00, T↔ 11, G↔01, C↔10} is chosen from Table 4, the
corresponding results for XOR operation are given in Table 5. In the proposed
scheme, the XOR operation is used between the identity of the WBAN Client and
the DNA sequence. Any encoding map rule for DNA calculation can be selected.
There are no restrictions on the selection.
DNA Base
A
T
G
C

Table 4. Kinds of schemes encoding map rule of DNA sequence
Binary Code
00
00
01
01
10
10
11
11
11
11
10
10
01
01
00
00
01
10
00
11
00
11
01
10
10
01
11
00
11
00
10
01

Table 5. XOR operation for DNA sequence for the case: A- 00 T- 11 G-01 C-10
A
T
G
C
XOR
A
A
T
G
C
T
T
A
C
G
G
G
C
A
T
C
C
G
T
A
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3.1. Registration Phase
Registration is performed only once. A User Identifier and Password are sent
from the WBAN Client to the Network Manager. The Network Manager generates
a unique DNA Strand which is used to generate an encrypted Registration Identifier,
ZR, which is a function of User Identifier, Password and a subset of the DNA Strand.
The DNA Strand is passed to the AP. The hashed Registration Identifier is passed
to the WBAN Client. The steps of this phase are summarised in Figure 3.
WBAN Client
User IDi,
𝐼𝐼𝐼𝐼𝑖𝑖 , Registration Request
Select 𝑃𝑃𝑃𝑃𝑅𝑅

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖
ℎ(𝑃𝑃𝑃𝑃𝑅𝑅 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )
ℎ(. ), ℎ𝑘𝑘 (. ), 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 , 𝑅𝑅𝑅𝑅 , 𝑍𝑍𝑅𝑅

ℎ(. ), ℎ𝑘𝑘 (. ), 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 , 𝑅𝑅𝑅𝑅 , 𝑍𝑍𝑅𝑅
Store in WBAN Client device

NM
Secret 𝐷𝐷𝐷𝐷𝐷𝐷

Generate
𝑋𝑋 = ℎ( 𝐼𝐼𝐼𝐼𝑖𝑖 Ꚛ 𝐷𝐷𝐷𝐷𝐷𝐷)

𝑅𝑅𝑅𝑅 = 𝑋𝑋Ꚛ ℎ(𝑃𝑃𝑃𝑃𝑅𝑅 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )
𝑍𝑍𝑅𝑅 = ℎ𝑥𝑥 (ℎ(𝑃𝑃𝑃𝑃𝑅𝑅 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ))

Figure 3. Registration phase of the proposed scheme

i.
ii.

iii.

iv.
v.

AP

𝐷𝐷𝐷𝐷𝐷𝐷

When a User i registers, the WBAN Client sends a registration request for
IDi to the Network Manager.
The Network Manager randomly generates a DNA strand e.g. from known
databases. From this strand, the data structure Codei is constructed, which
consists of <Start region, Stop region, the Intron regions> and is returned to
the WBAN Client. The Network Manager also calculates 𝑋𝑋 = ℎ( 𝐼𝐼𝐼𝐼𝑖𝑖 Ꚛ
𝐷𝐷𝐷𝐷𝐷𝐷).
User i selects a password, 𝑃𝑃𝑃𝑃𝑅𝑅 whereupon the WBAN Client calculates
ℎ(𝑃𝑃𝑃𝑃𝑅𝑅 Ꚛ𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ), and sends it to the Network Manager. The use of a hash
function prevents a user’s password from being seen by a system
administrator.
The Network Manager calculates 𝑅𝑅𝑅𝑅 = 𝑋𝑋 Ꚛ ℎ(𝑃𝑃𝑃𝑃𝑅𝑅 Ꚛ𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ) and 𝑍𝑍𝑅𝑅 =
ℎ𝑥𝑥 (ℎ(𝑃𝑃𝑃𝑃𝑅𝑅 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )) and returns these to the WBAN Client to be used in
the Login and Authentication phases.
𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 , 𝑅𝑅𝑅𝑅 and 𝑍𝑍𝑅𝑅 values and used hash functions are stored in WBAN
client device. In addition to these generated DNA is passed to the AP over
secure network.
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3.2. Login and Authentication Phase
The Login and Authentication phase is implemented between the WBAN
Client and the Application Provider. At Login, the WBAN Client uses the User
Identifier and Password deployed at Registration. The steps of this phase are
summarised in Figure 4.
i. User i enters IDi and 𝑃𝑃𝑃𝑃𝐿𝐿 . The WBAN Client calculates ℎ(𝑃𝑃𝑃𝑃𝐿𝐿 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )
and 𝑋𝑋 ′ is calculated. 𝑋𝑋 ′ is used as a key for a hash function to calculate 𝑍𝑍 ′ .
If calculated 𝑍𝑍 ′ and 𝑍𝑍𝑅𝑅 are equal then User i has entered the correct password.
If 𝑍𝑍 ′ and 𝑍𝑍𝑅𝑅 are not equal then the login request is rejected.
ii.

iii.

iv.

v.

If the 𝑃𝑃𝑃𝑃𝐿𝐿 is verified, the WBAN Client generates a nonce value (randomly
generated number any used only once for each login) 𝑁𝑁𝑖𝑖 and calculates 𝑀𝑀1 =
ℎ(𝑁𝑁𝑖𝑖 Ꚛ 𝑋𝑋 ′ ). The WBAN Client compose 𝑀𝑀2 by encrypting the 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 , 𝑁𝑁𝑖𝑖 and
current timestamp 𝑇𝑇𝑈𝑈 . It then sends "𝑀𝑀1 , 𝑀𝑀2 , 𝑇𝑇𝑈𝑈 , 𝐼𝐼𝐼𝐼𝑖𝑖 " to the Application
Provider.

When the Application Provider receives the message, it checks if 𝐼𝐼𝐼𝐼𝑖𝑖 a valid
user identifier is or not. If IDi is valid then the Application Provider checks
TU to confirm that the message was within a reasonable time interval (∆𝑇𝑇). If
any of these checks fail then the login request is rejected. Otherwise the
Application Provider calculates 𝑋𝑋 to decrypt the 𝑀𝑀2 . After decrypting 𝑀𝑀2 , a
concatenated 𝑇𝑇𝑈𝑈 is constructed from the message to obtain 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ′ and 𝑁𝑁𝑖𝑖 ′ .
Then calculates 𝑀𝑀1 ′ by using obtained 𝑁𝑁𝑖𝑖 ′ from decrypted𝑀𝑀2 . If
calculated 𝑀𝑀1 ′ and received 𝑀𝑀1 is equal then the Application Provider
authenticates the WBAN Client.

The Application Provider generates a nonce value 𝑁𝑁𝐴𝐴𝐴𝐴 , and then calculates
an 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 by using a 𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 function (details are given in previous
section). After transcription of the 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚, the Application Provider
calculates 𝑀𝑀3 = 𝐸𝐸𝑥𝑥 (𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚, 𝑁𝑁𝐴𝐴𝐴𝐴 , 𝑇𝑇𝐴𝐴𝐴𝐴 ) and 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 by using a 𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇
function. This function produces an aminoacid sequence from 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
according to a predefined conversion table between the Application Provider
and the WBAN Client.
And calculates 𝑀𝑀4 , hash of the 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴
and (𝑁𝑁𝐴𝐴𝐴𝐴 Ꚛ𝑁𝑁𝑖𝑖 ′ ). The Application Provider sends "𝑀𝑀3 , 𝑀𝑀4 , 𝑇𝑇𝐴𝐴𝐴𝐴 " to the
WBAN Client.
The WBAN Client checks the Timestamp validity that the message is
received in reasonable time interval (∆𝑇𝑇) then decrypts the 𝑀𝑀3 and obtains
the 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚′ , 𝑁𝑁𝐴𝐴𝐴𝐴 ′ and 𝑇𝑇𝐴𝐴𝐴𝐴 ′ . Calculates 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 ′ by using 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚′ . Then
calculates 𝑀𝑀4 ′ = ℎ(𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴′, (𝑁𝑁𝐴𝐴𝐴𝐴 ′Ꚛ𝑁𝑁𝑖𝑖 )) . If calculated 𝑀𝑀4 ′ and received
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𝑀𝑀4 is equal then WBAN Client authenticate Application Provider. At the end
of this phase both parties (Application Provider and WBAN Client) are
authenticates each other (mutual authentication). After this phase (𝑁𝑁𝐴𝐴𝐴𝐴 ′Ꚛ𝑁𝑁𝑖𝑖 )
can be used as a session key for the rest of the communication between
Application Provider and WBAN Client.

WBAN Client
𝐼𝐼𝐼𝐼𝑖𝑖 , 𝑃𝑃𝑃𝑃𝐿𝐿
ℎ(𝑃𝑃𝑃𝑃𝐿𝐿 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )
𝑋𝑋 ′ = 𝑅𝑅𝑅𝑅 Ꚛ ℎ(𝑃𝑃𝑃𝑃𝐿𝐿 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )
𝑍𝑍 ′ = ℎ𝑋𝑋 ′ (ℎ(𝑃𝑃𝑃𝑃𝐿𝐿 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ) )
if 𝑍𝑍 ′ == 𝑍𝑍𝑅𝑅 then 𝑃𝑃𝑃𝑃𝐿𝐿 = 𝑃𝑃𝑃𝑃𝑅𝑅
Generate 𝑁𝑁𝑖𝑖
𝑀𝑀1 = ℎ(𝑁𝑁𝑖𝑖 Ꚛ 𝑋𝑋 ′ )
𝑀𝑀2 = 𝐸𝐸𝑋𝑋 ′ (𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 , 𝑁𝑁𝑖𝑖 , 𝑇𝑇𝑈𝑈 )

if 𝑇𝑇𝑈𝑈2 − 𝑇𝑇𝐴𝐴𝐴𝐴 < ∆𝑇𝑇
𝐷𝐷𝑥𝑥 (𝑀𝑀3 ) => 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚′ , 𝑁𝑁𝐴𝐴𝐴𝐴 ′ , 𝑇𝑇𝐴𝐴𝐴𝐴 ′
𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 ′ =𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 (𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚′ )
𝑀𝑀4 ′ = ℎ(𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴′, (𝑁𝑁𝐴𝐴𝐴𝐴 ′Ꚛ𝑁𝑁𝑖𝑖 ))
if 𝑀𝑀4 ′== 𝑀𝑀4
𝑊𝑊𝑊𝑊𝑊𝑊𝑊𝑊 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣 𝑡𝑡ℎ𝑒𝑒 𝐴𝐴𝐴𝐴

AP

Check 𝐼𝐼𝐼𝐼𝑖𝑖
if 𝑇𝑇𝐴𝐴𝑃𝑃 − 𝑇𝑇𝑈𝑈 < ∆𝑇𝑇
𝑋𝑋 = ℎ( 𝐼𝐼𝐼𝐼𝑖𝑖 Ꚛ 𝐷𝐷𝐷𝐷𝐷𝐷)
(𝑀𝑀
)
𝐷𝐷𝑥𝑥 2 => 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ′ , 𝑁𝑁𝑖𝑖 ′ , 𝑇𝑇𝑈𝑈 ′
𝑀𝑀1 ′ = ℎ(𝑁𝑁𝑖𝑖 ′ Ꚛ 𝑋𝑋 ′ )
if 𝑀𝑀1 ′ == 𝑀𝑀1
WBAN client verified by AP
Generate 𝑁𝑁𝐴𝐴𝐴𝐴
𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 = 𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 (𝐷𝐷𝐷𝐷𝐷𝐷, 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ′ )
𝑀𝑀3 = 𝐸𝐸𝑥𝑥 (𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚, 𝑁𝑁𝐴𝐴𝐴𝐴 , 𝑇𝑇𝐴𝐴𝐴𝐴 )
𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =𝑓𝑓𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 (𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚)
𝑀𝑀4 = ℎ(𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴, (𝑁𝑁𝐴𝐴𝐴𝐴 Ꚛ𝑁𝑁𝑖𝑖 ))

𝑀𝑀1 , 𝑀𝑀2 , 𝑇𝑇𝑈𝑈 , 𝐼𝐼𝐼𝐼𝑖𝑖

𝑀𝑀3 , 𝑀𝑀4 , 𝑇𝑇𝐴𝐴𝐴𝐴

Figure 4. Login and Authentication phase of the proposed scheme
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3.3. Password Change Phase
The Change Password mode is performed when the WBAN Client requests to
change the password after the Registration phase. The Network Manager or the ASP
are not required for Password Changing. Figure 5 shows that when a User I first
enters their password into his / her device, the WBAN Client verifies the password.
If the entered password is correct, a password change request can be accepted and
the User is prompted to enter a new password. The 𝑅𝑅𝑅𝑅 and 𝑍𝑍𝑅𝑅 values stored in the
client device are calculated with the new password and the old values are updated.
WBAN Client

PS

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 , 𝑃𝑃𝑃𝑃 𝑐𝑐ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴
𝑃𝑃𝑃𝑃𝑁𝑁𝑁𝑁𝑁𝑁

𝑋𝑋 ′ = 𝑅𝑅𝑅𝑅 Ꚛ ℎ(𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )

𝑍𝑍 ′ = ℎ𝑋𝑋 ′ (ℎ(𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ) )

if 𝑍𝑍 ′ ? = 𝑍𝑍𝑅𝑅

then 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =𝑃𝑃𝑃𝑃𝑅𝑅

𝑅𝑅𝑁𝑁𝑁𝑁𝑁𝑁 = 𝑋𝑋Ꚛ ℎ(𝑃𝑃𝑃𝑃𝑁𝑁𝑁𝑁𝑁𝑁 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 )

𝑍𝑍𝑁𝑁𝑁𝑁𝑁𝑁 = ℎ𝑥𝑥 (ℎ(𝑃𝑃𝑃𝑃𝑁𝑁𝑁𝑁𝑁𝑁 Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ))

𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈 𝑅𝑅𝑅𝑅 𝑎𝑎𝑎𝑎𝑎𝑎 𝑍𝑍𝑅𝑅 𝑤𝑤𝑤𝑤𝑤𝑤ℎ 𝑅𝑅𝑁𝑁𝑁𝑁𝑁𝑁 𝑎𝑎𝑎𝑎𝑎𝑎 𝑍𝑍𝑁𝑁𝑁𝑁𝑁𝑁

Figure 5. Password change phase of the proposed scheme

4. SECURITY ANALYSIS
The password or verification table are not stored at neither Application Provider
nor Network Manager. Thus, any stolen verifier attack cannot be successful. In
registration phase, client can choose password, and later client easily update
password without intervention of Application Provider or Network Manager. And
client's password is not stored at any point on the Network. In login and
authentication phase and registration phase, password is protected by cryptographic
hash function (pre-image resistance) so that nobody can see the plain password
including system administrator.
Proposed scheme is resist to stolen device attacks if the attacker obtains a
WBAN Client device in which the 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 is embedded, attacker cannot calculate the
ℎ(𝑃𝑃𝑃𝑃Ꚛ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑖𝑖 ). Even if the R and Z values stored in the device are obtained the
client's password cannot be obtained. And nobody can change password without
knowing existing password. It avoids denial of service attack using stolen device.
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Password is not transmitted during the login and authentication phase that
nobody can steal it from messages between user and remote system. (Man in the
middle, Eavesdropping). If the user enters the wrong password during the login
and authentication phase, the wrong password can be easily detected on the client
device (PS) without Application Provider or Network Manager interaction.
Mutual authentication is performed. So that both server spoofing and user
impersonation attack are prevented. A server spoofing is an attack in which
malicious person or program masquerading as a Network Manager or Application
Provider in order to access confidential information about the user. Proposed scheme
can prevent this type of attack by using Secret DNA of Network Manager which is
also stored in Application Provider.
Proposed scheme resist to replay attack: randomly Nu, NAP values are generated
in each session. Nonce values {Nu, NAP} are not transmitted over insecure network
as plain. They are protected with cryptographic hash function or encryption
algorithms. In addition, if an attacker wants to replay the authentication messages in
login and authentication phase, first he/she must choose a valid Timestamps then
must calculate the corresponding values {𝑀𝑀2 , 𝑀𝑀3 } that is depend on {𝑇𝑇𝐴𝐴𝐴𝐴 , 𝑇𝑇𝑈𝑈 } and
randomly generated nonce values {Nu, NAP}. It is fairly difficult task for proposed
scheme thus attacker cannot validate himself as a legal parties.
Proposed scheme has resistance to active attack and revelation of message
content. Messages sent/received during login and authentication phase are not in
plain text format. All the transmitted messages are hashed with secure one-way (or
Keyed) hash function or Encrypted. In addition to these the method does not require
a certification authority, therefore it is called certificate-less scheme. The values
produced / calculated as keys are used in encryption algorithms.
5. CONCLUSION AND DISCUSSION
WBAN security is still in its infancy even though there have been many studies
on it. In this study, certificate-less mutual authentication scheme for WBAN Client
and Application Provider is proposed which security is enhanced by using pseudoDNA cryptography in addition to modern cryptography. Proposed scheme has
resistance to stolen verifier table attack, server spoofing attack, revelation of message
content, active attack and replay attack.
In this study, considering the WBAN system as a living organism, we have
designed the authentication system for the WBAN system who has a DNA stored by
Network Manager and Application Provider. We adapted the transfer of genetic
information necessary for protein production in the cell from DNA to RNA using
two basic functions (translation and transcription) in the verification scheme. Briefly,
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protein synthesis was simulated by using the code information in the WBAN Client
and DNA in the Application Provider. It is assumed that authentication is successful
if the same protein is synthesized on both sides.
In reality, the three nucleotides correspond to an amino acid and there are 61
different amino acids (excluding start-end). While realizing this structure in the cell
with the translation function in the proposed scheme; values such as codon length,
distinct amino acid number and synthesized protein length are left open. These
values can be determined according to the criteria such as the number of users of the
application, the security requirement, and a codon dictionary can be created. The
same is true for WBAN DNA length.
In future studies, by adding elliptic curve cryptography to the pseudo-DNA
cryptography security level can be strengthened. Although the user passwords are
not stored in the proposed system, the IDs of the users are kept in the Application
Provider, but the Application Provider cannot match the ID and the real person. In
addition, the ID can be tracked by the adversary as the ID is explicitly sent in the
login messages. In this case, it can be said that the method provides semi-user
anonymity. For this reason full user anonymity can be considered within the scope
of future studies to protect the clients’ privacy.
In addition, it is predicted that real DNA will be used in WBAN authentication
schemes in the future. Considering the advantages of DNA computing, the integrated
operation of DNA microprocessors with WBAN sensors positioned under the skin
will be a prominent topic of study.
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