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Abstract: Intrusion detection systems classify network traffic into two main
categories: normal activity and the actions of an attacker. Currently, intelligent
data processing and machine learning play an important role in many areas of
activity, not excluding intrusion detection systems. One of the main steps in
data mining is the identification of an optimal data set that helps to improve the
efficiency, performance and speed of predicting intrusion detection systems.
For the experimental analysis, a NSL-KDD database used. The results of the
experiments show that the approach proposed in the paper is accurate enough,
with a low number of false positives and high sensitivity, requiring less training
time than using a complete set of data.
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INTRODUCTION
Rapid development and expansion of global and local networks changed computing
systems, which became more connected, and less protected from the malefactors having
new potential for destructive purposes. Automation of information processing, storage
and transfer leads to creating new problems related with ensuring its safety. At the same
time, modern computing systems become more complex because of dynamic changes in
configuration and software. Such situation creates almost unlimited opportunities for
malefactors, which use software applications and operating systems vulnerabilities for
successful penetration into computer systems.
At the same time, correct use of a set of organizational and technical measures
enables possible protection from the majority of malicious actions of which a
considerable part are remote intrusions. Today intrusion detection systems are an
important element of complex system of protection of organizations networks. Intrusion
detection systems allow to increase safety of a network, controlling all entering and
proceeding traffic streams, as well within perimeter of the protected organization, and
outside (revealing attempts of remote invasions and collecting statistics of penetrations)
[1].
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The main objective of intrusion detection systems is warranting detection of
deliberate unauthorized access or special impacts on information from the violators
acting with the use of information and telecommunication networks.
Systems of detection of invasions can be passive (find only the fact of impact on the
protected system) or active (find influences and to perform reciprocal operations on
counteraction to invasion) [2].
Intrusion detection systems consist of an events registration component (sensors or
detectors) and a component of the events analysis and intrusion recognition (analyzers)
and means of the interaction organization. The composition and structure of base of the
solving rules defined by a combination of the specified detection methods. Intrusion
detection systems implements one method or a set of several methods of intrusion
detection, for example, the signature method based on signatures of the known intrusions
or heuristic methods which use profiles of functioning of an information system or
actions of information system users.
Besides above-mentioned, also other methods of intrusion detection can be realized
[3, 4].
Intrusion detection can be defined as the process of intellectual monitoring of the
events, which are occurring in the computer network or system, and their analysis on
existence of signs of security policy violation and attempt to threaten confidentiality,
integrity, availability, or to bypass mechanisms of safety of a host or network.
The intrusion detection system takes traffic from network, applies certain rules to
these data and at detection of signs of an attack, reports about it to the administrator
(Figure 1).

Figure 1. Structure of the intrusion detection system.
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Researches and developments in this direction show that the achievement of
acceptable levels of protection of information resources against more sophisticated
attacks is impossible on the base of application of usual algorithmic and hardwaresoftware decisions [5, 6]. Modern intrusion detection tools have to include intellectual
subsystems, at least, as one of the components [7].
The purpose of this work is the development of the intrusion detection system, with
adaptation ability to changes of behavior of the computer network based on the use of
artificial neural networks.
RESEARCH METHOD
Artificial neural networks are widely used for the detection and prevention of
intrusions [8]. In [9, 10] for intrusion detection use is made of a multilayered neural
network with two hidden layers and the output layer containing three neurons. One of
the datasets available for the evaluation of intrusion detection is the NSL-KDD data set.
As a source of the training and test data, the NSL-KDD database [11] used. For neural
network training, the backpropagation algorithm is used. The described system is able to
recognize two types of attacks and a normal connection. A multilayer neural network is
developed, where each layer represents a separate multilayered perceptron [12]. At the
first layer, it is defined whether a specific connection is legal or is action of the
malefactor. The second and third layers are responsible for classification according to a
class and a subclass of the attack. This approach is different from others because it has
the possibility of receiving the necessary degree of detail at classification of the
considered connection. The three-layer neural network, trained on data of the network
traffic, contains models of connections and the simulated attacks [13]. Results of
experiments showed high degree of correctness of recognition. The self-organized
Kohonen maps for detection of network anomalies are used [14, 15]. The training data
contained the description of legitimate behavior of users.
In [16, 17] self-organized Kohonen maps used for a clustering of network traffic
data. The processed data are used as input data for multilayered neural networks. For the
classification of the network data the radial basis function network, in which the first two
layers represent the self-organized maps [18] are also used. For the realization of the
system of detection of the attacks the multilayered artificial neural network – a
perceptron is used. Multilayered perceptron contains three types of layers of neurons:
input, hidden and output. Each neuron of network has smooth nonlinear function of
activation. Multilayered nonlinear neural networks allow to form more difficult
connections between inputs and outputs, than a single-layer linear. The three-layer neural
network with one hidden layer can be trained to approximate with arbitrary accuracy any
continuous function [19].
ANALYSIS OF RESULTS
For construction of neural network with the good generalizing ability, it is necessary
to define the Vapnik–Chervonenkis dimension (VCdim) for topology of neural network
[20]:
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where N - dimension of the input data; K - number of neurons in the hidden layer; N w –
total number of weights of the network; Nn – total number of neurons in network.
To prevent the neural network from overtraining, the dimension of the training data
has to be more or is equal to number of neurons of the hidden layer.
Training data for the neural network were taken from the NSL-KDD base containing
data sets about legal network connections and the attacks (Table 1). Data on each
connection contain 41 parameters and are divided into four categories corresponding to
types of threats (Figure 2):
1. Denial of Service (DoS). The malefactor limits access to the verified users to
specific service through a certain protocol.
2. Remote to Local (R2L). The malefactor tries to get access from the outside to the
local computer of the user.
3. User to Root (U2R). The malefactor, having got access to the computer of the
victim tries to acquire the rights of more exclusive user.
4. Probe. The malefactor tries to receive data on the user's infrastructure.

Figure 2. Types of threats in NSL-KDD database.
Dataset type
KDDTrain+20
%
KDDTrain+
KDDTest+

Table 1. Distribution of records on sets in NSL-KDD Dataset.
Total
Records Normal
DoS
Probe
U2R
R2L
25192
13449
9234
2289
11
209
53.39% 36.65% 9.09%
0.04%
0.83%
125973
67343
45927
11656
52
995
53.46% 36.46% 9.25%
0.04%
0.79%
22544
9711
7458
2421
200
2754
43.08% 33.08% 10.74% 0.89%
12.22%
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The offered system can work in following modes: detection (for check of normal
and abnormal actions), classification (if any abnormal action is revealed, to classify it by
four main types of the attack: DOS, Probe, U2R or R2L) and detailed classification
(classification of abnormal events in 29 subtypes of the attack).
The sequence of steps of operation of the intrusion detection system is given in
Figure 3.

Figure 3. Chart of the sequence of operations of the intrusion detection system.
Researches and experiments show [21-24] that the use of all set of parameters does
not lead to an improvement of quality of detection and gives considerable number of
false positives and false negatives. A reduction of the set of parameters allows to improve
quality of detection [25-27].
The approaches for estimation of informational content of big dimension data
providing increase in accuracy of identification of anomalies in network traffic and
significantly raise speed of classification algorithms in detail described [28-30].
Regarding the selection of features signs, they are sorted in decreasing order of their
importance and the least informative are not considered.
As a result, the optimized subset of parameters of the NSL-KDD base (Table 2) is
created. The initial numbering of parameters, in NSL-KDD base, in Table 2 is kept.
The designed neural network contains an input layer, one hidden layer and an output
layer. The input layer of the neural network has 18 neurons, the output layer has five
neurons corresponding to normal work and four types of threats (Figure 4).
The data set is divided into three subsets: training, testing and validation (60% training, 20% - testing, and 20% - validation).
The backpropagation algorithm is applied to training of artificial neural network
[31, 32]. The error of training is calculated at output layer, and distributed back to each
neuron of the network, and afterwards correction of neurons weights according to their
values (Figure 5) is carried out.
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Table 2. A subset of the parameters considered by neural network.
№ Parameter
Description
BASIC FEATURES OF EACH NETWORK CONNECTION VECTOR
3
service
Destination network service used
5
dst_bytes
Number of data bytes transferred from
destination to source in single connection
6
flag
Status of the connection – Normal or Error
8
wrong_fragment
Total number of wrong fragments in this
connection
CONTENT RELATED FEATURES OF EACH NETWORK CONNECTION
VECTOR
13 num_compromised
Number of «compromised» conditions
TIME RELATED TRAFFIC FEATURES OF EACH NETWORK CONNECTION
VECTOR
23 count
Number of connections to the same destination
host as the current connection in the last two
seconds
25 rerror_rate
The percentage of connections that have
activated the flag (4) REJ, among the
connections aggregated in count (23)
27 diff_srv_rate
The percentage of connections that were to
different services, among the connections
aggregated in count (23)
29 srv_serror_rate
The percentage of connections that have
activated the flag (4) s0, s1, s2 or s3, among the
connections aggregated in srv_count
30 srv_rerror_rate
The percentage of connections that have
activated the flag (4) REJ, among the
connections aggregated in srv_count
31 srv_diff_host_rate
The percentage of connections that were to
different destination machines among the
connections aggregated in srv_count
HOST BASED TRAFFIC FEATURES IN A NETWORK CONNECTION VECTOR
32 dst_host_count
Number of connections having the same
destination host IP address
34 dst_host_same_srv_rate
The percentage of connections that were to the
same service, among the connections aggregated
in dst_host_count (32)
35 dst_host_diff_srv_rate
The percentage of connections that were to
different services, among the connections
aggregated in dst_host_count (32)
36 dst_host_same_src_port_rate The percentage of connections that were to the
same source port, among the connections
aggregated in dst_host_srv_count
37 dst_host_srv_diff_host_rate
The percentage of connections that were to
different destination machines, among the
connections aggregated in dst_host_srv_count
39 dst_host_srv_serror_rate
The percent of connections that have activated
the flag (4) s0, s1, s2 or s3, among the
connections aggregated in dst_host_srv_count
41 dst_host_srv_rerror_rate
The percentage of connections that have
activated the flag (4) REJ, among the
connections aggregated in dst_host_srv_count
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Figure 4. Architecture of neural network.
The results of training and testing of the designed neural network show a possibility
of its application for the solution of a problem of detection of the network computer
attacks. The neural network correctly classifies the activity in the network, in 93% of
cases recognizing actions of the malefactor. Results of the research allows conclude that
the offered neural network is capable of high probability to recognize the network
attacks, at a rather small number of false positives (Table 3). Number epochs in Table 3
is number of neural network learning cycle.
The considered subset of parameters allowed to reduce the number of false
negatives and accelerated the process of training the neural network.
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Figure 5. Scheme of work of backpropagation algorithm.

Number of
parameters
41
18

Accuracy
86.9
80.6

Table 3. Results of work of neural network from number
of the considered parameters.
False
False
Number of
positives
negatives
epoch
6.2
5.9
398
15.6
0.5
25

CONCLUSION
By training and testing an artificial neural network, it is possible to improve
productivity of an intrusion detection system for the identification and classification
practically of all events in system. However having a large amount of advantages, the
artificial neural network demands time and the considerable volume of data for training
to give the correct result. For achievement of the best results, it is possible to use all 41
parameter from NSL-KDD base.
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