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Abstract: Distributed storage systems using replication are well-known systems
for storing big data. Replication technique provides reliability of the data but makes
the system expensive. During the recent years, many research works have focused
on the technique of regenerating codes which is a method that divides the file into
parts and stores in several nodes. These codes can generate the whole file by
contacting some of total existing nodes. In this paper, we have proposed an
algorithm that maintains distributed files consistency by excluding simultaneous
operation that create conflicts and manages requests delivered to different servers
with the least communication with other servers. The requests are self-managed by
each server and only in case of necessity communication occurs with other servers.
Our algorithm provides high availability and scalability to the distributed storage
system and keeps stored data free from errors.
Key words: cloud data storage; cloud computing; distributed systems; lock
manager; voting algorithm; erasure codes etc.
1. INTRODUCTION
Cloud data storage is a challenging field unveiling different study problems for
academic researchers. Main companies including Google, Facebook and Yahoo store
thousands of terabytes of user data, distributed all over the world and provide users with a
qualitative and uninterrupted service. Big companies such as Amazon, Microsoft etc. provide
nowadays cloud data storage services and this leads to the need for solving the problem of
their multi-dimensional optimization. For such big cloud storage, it is convenient to use the
technique of replication for the implementation of data reliability. The replication technique
can achieve the replication many times of the data stored in storage nodes. Replication
technique is very simple to be implemented and maintained but requires a lot of storage space.
Many researchers who worked in this field, have focused in developing new techniques to be
applied in distributed systems [1]. New approaches are focused on developing techniques
that divide data into parts and store each of these parts in different distributed storages that
will be referred as nodes. The file stored by using this method remains available even when
one of the nodes fails or gets corrupted. Most modern distributed systems use replication [2],
[1], [3]. In distributed systems, a high probability exists that nodes are damaged or become
obsolete after a certain time, leading to the need for the creation of a new node that should
directly be copied from its replication as per the current storing scenario. This represents an
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automated process and consumes a lot of network bandwidth. The storage space needed for
storing data while using replication technique is very high. Gmail for example replicates its
data almost 21 times [5].
Many research works have focused on the deployment of new techniques that will
reduce storage consumption. In order to reduce the number of replicated nodes, one technique
for regenerating lost nodes is to use existing nodes. In such systems each file is divided into
equal sizes of bytes per parts and stored randomly in nodes in a way that each of the nodes
will be reassembled by using a subdivision of the total nodes [4]. The maximum distance
separable (MDS) erasure codes described in [4], [5] are erasure codes techniques that can
generate a node by contacting a subset of k nodes instead of n nodes where n is the total
number of parts and, k < n. Compared to replication, the main disadvantage of the MDS
codes is high bandwidth consumption. In a seminal paper Dimakis et al. [4] has shown that
repair bandwidth can be reduced if we apply network coding [6] on parts of the file and store
such linearly combined parts on every node. To repair a failed node, we now download data
only from d nodes instead of k, where d < n, and from each node instead of downloading the
whole data, we download only β packets out of α, where β<α. These codes are called
Regenerating codes [4]. The repair bandwidth for the code is dβ. There is a well-known tradeoff between repair bandwidth [4] and storage. For repairing or reconstructing a new node,
repair bandwidth reduces the amount of data that is required for downloading from end nodes.
After being divided, every file is encoded and stored in several nodes. Considering a realworld setup, most of time there will be continuous requests for write/read of the files.
Throughout this process nodes might fail or corrupt, and this will need repair procedures to
go on. Every change of the file will lead to a change in its related parts stored in nodes. In
order to control that multiple reads, repairs and writes on the parts of the file do not interfere
with each other and create wrong results, it is necessary to implement an appropriate method.
This method should keep high the node availability and offer the option for performing many
requests in parallel.
Another approach offered by [2] is to schedule read, write and repair requests in a way
that they do not encounter inconsistency in the results and give the fastest results possible.
The scheduling of the request is performed by using the basic concept of voting mechanism
with coding as described in [7] where to each node is associated one vote that describes its
lock state.
When data are stored in a distributed system, it is important to coordinate their multiple
access. Coordination should consist in maintaining the operations execution fast and that
results are free from error. Both update complexity and repair bandwidth [5] must be
optimized. Network coding [6] offers a technique for reducing repair bandwidth and
delivering better reliability [5]. Using network coding, instead of just forwarding them, we
perform mathematical operations on the packets. Another algorithm used by research works
is quorum sensing [7]. Quorum sensing gives effective algorithms that reduce update
complexity in such a case. Voting mechanism suggested by Gifford [8] assigns votes to every
node that are used to communicate with each other. Read/write quorums are set to provide
read-write and write-write exclusion. As described in [7], simple voting with coding (SVWC)
is another approach that defines read/write quorums for replication scheme using coding to
the store files. Simple voting with coding bounds for archiving read and write quorum have
been analyzed in [7]. Simple voting with coding bounds is designed in a way that at least
votes equal to the lower bound are needed to complete the read/write quorum. MitSheth [9]
in his algorithm offers the solution for multiple chunk nodes with relative update. Instead of
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one vote per node he assigns certain number of votes per each node. Each vote is different,
even on the same node and each node has votes equal to the number of packets stored in that
node. All the requests are directed to a single server. Any time that the server asks the nodes
for accepting a request, the separate vote and lock bit of each packet in every node is checked.
One drawback of this algorithm is that all requests are directed to a single server that comes
to be a single point of failure. Another disadvantage is that algorithm provides a centralized
management and it can be turned into a hot spot. All the traffic is carried out from one point
and this will cause traffic overhead. The basic concept that [9] proposes in his algorithms is
how to use votes for managing a big network of storage nodes and offer distributed lock
management algorithm for server communication and synchronization in a proper order in
order to avoid the read/write inconsistency.
Most of solutions provide a centralized management scheme which needs special
attention, due to the fact that it is a single point of failure. One of the biggest file systems is
the Google file system GFS [3]. The architecture of GFS is composed by a single master
server [3] and multiple chunkserver [3]. The master server maintains the file system metadata
such as namespace, access control and the current location of the file. The client interacts
with the master only for metadata operation and the data-bearing commination goes directly
to the chunkserver [3], avoiding the overhead of the master server. In order to avoid a single
point of failure, the master server has it replication server. The file concurrency is avoided
by creating snapshots and record appends operation. In order to keep file consistency in
distributed systems, a new lock service called Chubby [10] has been deployed. Chubby
consists of two main components that communicate via remote procedure call protocol: a cell
that is a set of servers also called replicas, and a library that client applications link against.
Client Library maintains all the communications between client application and servers. The
replicas use a distributed consensus protocol for electing the master that is responsible for
reads and writes for the database, while replica copy database from master. After being
elected, the master periodically sent updates to the replicas for retaining the position of being
master. The model gives a solution to the single point of failure but still requires a lot of
bandwidth during the communication for maintaining the state of the replica servers. In order
to increase the efficiency of large-scale distributed systems [11] the cloud is divided in three
logical levels where the upper level stands for user interface and library and interacts with
middle level. The middle layer is composed by servers that are referred to as nodes, every
node has three layers: global index, local index and data chunks. Each node has local indexes
for their own data and global index for keeping a set of shared local indexes by each node
and is unique in all nodes. The global index is responsible for maintaining the consistency
for read/write request of the data chunks stored in the cloud. In this paper we introduce a new
algorithm named asymmetric distributed lock management in cloud computing that will
provide a sustainable solution to the main concerns that distributed storage systems face. The
algorithm we have offered gives answer to main problematics in storage systems such as
availability and scalability, and provide a stable solution to the concurrent access in the
shared files. With asymmetry we refer to the fact that our algorithm maintains file concurrent
access locally without the need for extra communication among other servers and only when
further information about the situation of the file is needed, extra communication with other
parts of the clouds will occur. The number messages exchanged will depend on the situation
of the file requested. Comparing to preview proposals, the novelty of ADLMCC consist on
the fact that there is no single server that plays the role of master server, but there exists a
collection of master servers, which independently from each other can execute different tasks
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achieving high availability of the cloud. Also, the algorithm puts no limitation to the number
of master servers providing high scalability. Another novelty in ADLMCC is to provide a
complete distributed lock management, avoiding the necessity to have a reference server,
which sends periodic updates for maintaining cloud performance. In ADLMCC, the failure
of any of the servers has the least impact in the overall performance and effect only the local
users that are accessing it.
2. BACKGROUND
With regard to the algorithm that we are going to discuss, we consider a code with MDS
property and discuss the basic file operations in practical approaches. We design conditions
that will prevent both read-write and write-write from simultaneously executing at the same
file. Consider a Maximum Distance Separable (MDS) [4] code for a file F, initially the file
is divided into k parts that will be called chunks. Through the application of linear
combination encoding, the k chunks will be altered in n code chunks, where n > k. Now the
n code chunks are stored at N nodes. Based on how MDS operates, to reconstruct the whole
file again, it is necessary to contact k nodes. The maximum number of failures that can be
tolerated is n - k. Each node stores a certain number of chunks that will refer as α chunk and
considering a cloud with n nodes they make nα chunks in total.
To construct a new node which can replace failed or corrupted ones, it is needed to
contact any d nodes and download β out of α packet from each node. The operations that can
be executed on the file are three:
1) Read, download or reconstruct the entire file - that is the case when lot of users would
perform these requests. This is the case that requires the generation of the complete file.
2) Write, update - Any change in the initial file requires to change all the corresponding
data stored in nodes. This is also a normal behavior that happens frequently when lots of
users try to perform simultaneous write requests, which brings the update of the information
stored in the nodes.
3) Node Repair, that happens when any node fails or gets corrupted. In this case, it is
required to generate a new similar node. To do so, it is needed to connect to d different nodes
and download β packets from every of them.
For the proposed model, a request for a file can be received from each of the servers that
are part of the cloud. According to the situation of files, the lock manager of the server can
directly execute the request without interacting with other lock managers or must be required
to collaborate with other lock managers for maintaining the consistency of the file.
When one of the server’s part of the cloud receives any request from end-users
immediately initiates the procedure to acquire the right for accessing the file
The user requests can be categorized into the following scenarios. Everything happens
in a smooth way and requests coming from different servers do not interfere with each other.
In a real-world, there will continuously be two or more requests from the same server and
from different servers that will make simultaneous requests. Most of the time, these
simultaneous requests might result in some problems. It will result in file inconsistency when
a request is reading from a file and a write operation tries to write it at the same time. A
solution for avoiding the inconsistency of the file is to put incoming write operation in queue
and to wait until read operation is completed. Following this approach, in case that another
read request comes, it will also be placed in the waiting queue after write operation. This will
create a lot of polling which is a waste of resources since two reads can occur at a same time.
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In real world, there will be many requests trying to read or write many nodes and in case
these requests are not properly controlled and managed, the entire network might get
congested and will take a lot of time for processing users’ requests.
Based on what we discussed above, the models offered are built upon the master slave
model where there is a master to whom all requests are designated and it distributes the load
among other slaves. Another approach is to have a set of masters who collaborate by choosing
one of the servers for playing the role of the master and the other servers act as replica for
that. For any failure that can happen to the master there is one of the replicas that will be
elected as master. Based on these models there will be a continuous need to have
communication and periodic updates for maintaining the state and consistency of the files in
the cloud.

Fig. 1. Cloud computing architecture
In the next section we describe the proposed algorithm for distributed lock management
in cloud computing and its features. Prior to that, we define some expulsion situation that is
taken for granted in all our analyses. The main concern is to define an approach which will
reduce the number of inconsistencies and give the result of the request within the least
possible time. There are six possibilities for simultaneous request cases. Despite the total
number of simultaneous requests, they will be composed of two pairs of requests only:
Write-write, read-write, write-repair, read-read, read-repair, repair-repair.
Based on the type of operation request by the user, requests that can be simultaneously
executed in a certain file are:
• read-read - Yes. Two simultaneous reads can happen without any problem as they do
not create inconsistency.
• read-write - No. Since write operation updates the file, it will lead to inconsistency in
read operation.
• read-repair – Yes. According to the fact that repair is another kind of a read.
• write-write- No. Simultaneous writes will create inconsistency. Both will try to
simultaneously update the file giving incorrect results in the end.
• write-repair- No. This is same as read-write case.
• repair-repair- Yes. This is same as read-read case
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For maintaining the consistency of the file, a unique lock-bit of one bit is denoted in
every chunk stored in the distributed nodes. Lock-bit is a one-bit value describing the lock
applied to a specific chunk, read lock or write lock. Lock bit is 0 representing the case that
no lock is applied to the chunk.
As described in Fig. 1 our diagram has three components, users that use the cloud and
deliver read/write requests to servers, servers that implement a solution based on the type of
request and nodes that store the chunks that are shared to every server. All servers have same
privileges on nodes. Whenever a server gets any request for accessing any of the files, it
firstly follows the procedure described in section 4 to gain the authority to read/write to a
proper file and after that, it contacts the nodes for executing that request.
3. ADLMCC–ASYMMETRIC DISTRIBUTED LOCK MANAGEMENT
IN CLOUD COMPUTING
3.1. ADLMCC architecture
In ADLMCC, a lock manager is accountable for preventing data inconsistency when
concurrent requests for specific files stored on nodes happen. File concurrency can occur
with requests issued to one of the servers as well as between requests issued form different
servers. The lock manager of one server collaborates with lock managers of other servers to
control concurrent access on files. This process is done by using inter-process communication
among them. For this reason, several lock statuses are kept in their internal lock control
tables. The lock manager runs as an individual process on every server and cooperates with
other lock managers only for maintaining the inconsistency of the files. The purpose of the
lock manager is to coordinate the work of servers in order to maintain concurrent file access
when clients issue lock requests for files saved in the end nodes storages.
Our aim is to control read and write lock consistency in the shared files. Only one lock
manager is accountable for a file at a time across the cloud.
In the structure of the lock manager there is a database composed by six important key
factors that maintain concurrency control in the self-management of shared files and in the
condition where communication happens between servers in the cloud. The six key factors
in the structure of ADMMCC are: Server Node Table (SNT). File Directory (FD), Requesting
Lock Table (RLT), Migrate-out Table (Mout-T), Migrate-in Table (Min-T), Locked File List
(LFL).
The structure of ADLMCC is essential for guaranteeing file consistency across the
cloud. Each lock manager has two different sets of data structures: one that is maintained
locally and is not shared with any of the other servers and a second data structure that is fully
distributed among other servers. SNT is responsible for memorizing the configurations of all
servers in the cloud. The information memorized in SNT is servers ID, Servers status and
switchover server used in the case of main server failures. According to the sensitivity of the
data, switchover server can be one server, or we may decide to have more than one
switchovers. SNT table is fully synchronized among all other servers. FD is the directory to
determine the path of each stored file in nodes and which is the server that has been creating
the file and has the ownership of it. We agree that FD is a data structure with pairs of file
names and server numbers and is fully synchronized in the cloud. M-inT and M-outT
respectively maintain information about achieved permission for accessing specific files
from another server and the list of files that their lock has been migrated to other servers.
RLT stores the list of all locks a server has requested. The information kept in RLT consists
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of user requester ID, file name requested, lock mode and timestamp. The table is maintained
locally and works for managing locks locally in the server. LFL contains all the necessary
information for locks that a specific lock manager is managing and is responsible for. The set
of attributes of LFL contains sets of: requester’s ID, requester server, file name, lock mode
and a timestamp, and two lists for queuing lock requests: one for granted and the other for
blocked locks.
3.2. Lock Manager Algorithm
Lock managers are independent algorithms running on cloud with one manager per
server. They run independently from each other and collaborate with one another for
maintaining the consistency of the files in the cloud. In cloud there will be many client
requests issued to different servers, asking for granting simultaneous access to the same file.
These requests perform concurrent accesses to files and necessitate the intervention of the
lock managers of servers to properly maintain the inconsistency of files. The lock manager
maintains locally the consistency in files and only in case of necessity, lock managers
cooperate with others for the lock acquitting to perform lock request operations. In the Fig.
2 it has been given the example of three servers that communicate with each other for
maintaining the concurrent access to the files stored under distributed storage nodes.

Fig. 2. ADLMCC architecture
The architecture of ADLMCC has three main components: users which deliver requests
for accessing different files, servers which serve as interface for users, and maintain
concurrent access to the shared files, and storage nodes or simply nodes that store data files.
Lock manager runs in every server and each server contains all the 6 key factors that are
essential for maintaining the file inconsistency. To simplify our design, we have designed in
every server only the key factors that are used for this specific example. We refer to the server
that receives the request as lock manager initiator server. As lock manager owner server, we
refer to the server which has been creating the file for the first time and that will be owner of
that file for the all period of time that this file will exist. The ownership of the file remains
unchanged also when the file is being modified by request delivered to servers that are not
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delivered to the lock manager owner server. Might happen that the permissions of the specific
file, which is requested from lock manger initiator server, have been granted to another server
and now the request have to be migrated to that server that we will refer as lock manager
execution server. According to the state of the file requested and its attributes, lock
management algorithm will follow the sequence from one to four procedures to archive the
lock to a file and respond to the client as described in Fig. 2.
The sequence from one to four procedures is as following:
• Self-management of shared locks in servers
• Finding a lock manager
• Checking a request migration
• Lock acquisition
Step 1: Self-management of shared locks in servers
End-users delivers a request to one of the servers for accessing specific file stored in the
distributed storage nodes. After receiving the request, the server lock manager controls in
case the file name requested has been requested by any earlier request already existing in
RLT table. If any earlier request for that file is found in its RLT table, the lock manager
inserts the request in the table of RLT associating the requester ID and its related operations
for the requested file. The next step is to add the request to the LFL table for further
procedures. After receiving the request, LFL starts checking the lock type already applied to
the file for acquitting the right for read or write the file in the request. In case the file name
is not found in any of the existing request in RLT, the lock manager has not yet the necessary
information for the state of the file and checks in FD for finding the owner of the file and if
he is owner, he controls in Mout-T whether it has already given permission for executing the
file.
After ensuring that the file is not found in Mout-T, the lock manager has sufficient
information for the lock status on the file and adds the file for execution, otherwise the file is
found in Mout-T. After getting the servers, which is executing the file from Mout-T, the lock
manager transfers the file for execution to that server and removes the file from its RLT.
Considering this scenario, when the initiator server is the owner of that specific file and the
request either is found in RLT or is not inserted in Mout-T, the request is set to LFL table for
execution. LFL receives the request and communicates with nodes to know the availability
of the chunk stored among them. Each request issued from the server to the nodes has a
unique request Id. Nodes will be available if there is no lock on them, and if there is a lock,
then the availability will depend on the type of the lock. If nodes are available for a certain
request, they will supply their adequate information to the server. The information that they
will provide consists of their lock status, node number and request Id. The server collects the
information and checks in the lock table if that node can be granted that lock. If it can be
granted, it updates its lock table with the corresponding lock as in the end user request id,
and then updates lock bit on the node. It would not be necessary to update lock bit of the
nodes which the request lock is same as the recent lock because these requests will be readread, read-repair or repair-repair and all these have same vote bit. The request is managed
locally by the lock manager server, and no further communication among other lock manager
servers is required. The relationship diagram is explained in Fig. 3. In case that the file name
is not found in any of the earlier requests existing in RLT table and the server is not the
owner, it is necessary to initially acquire execution right for the file by cooperating with the
lock manager owner and other lock managers as described in the following.
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Fig. 3. Self-management of shared locks in servers
Step 2: Finding a lock manager
The first procedure is to look up FD table and find the lock manager server responsible
for the file. After that, the lock manager server checks on its SNT table to discover the owner
server and ensure it is alive and still in the cloud. If the Server exists alive in the Cloud, the
lock manager on that server will be taken as responsible for the file. If not, the switchover
Server in the table of SNT is engaged as the alternative node for the lock management. The
lock manager at the lock initiator server sends a lock request message to the lock manager on
the node found in the above procedures.
Step 3: Checking a request migration
The lock manager which receives a lock request message from the lock request initiator
server is responsible for managing the lock on the file. The manager checks in the table of
RLT and on Mout-T if any lock is applied to the file or the lock management is migrated to
a lock manager on another Server. In case the name of the file is not found in RLT, or in M-
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out T, the responsible server places the file in Mout-T and the lock management is migrated
to the server initiator. Server initiator grants lock management for the file, as described in the
relation diagram of Fig. 4.

Fig. 4. Initiator Server gets execution permissions from Owner Server
In case the file name in the request is found in the RLT of the owner server, it means
that the server has locked the file. The responsible server informs the server initiator and the
request is migrated from the server initiator to the owner server and is processed from there.
This relationship is explained in Fig. 5.
In case the name of the file in the request is found on Mout-T, the owner server replies
to the initiator with the ID of the server that has granted access to that file and the initiator
server with the information taken from the owner migrates the request to that server and the
request is progressed from that specific server. By doing so now it is the remote server who
will reply to the request and the server initiator removes the request from its queue and it is
ready to process another request. The initiator server does not keep any track about that
request and does not get any feedback regarding its execution. In Fig. 6 we have the
relationship diagram that graphically explains this specific situation.
Step 4: Lock acquisition
The lock manager receives the request and updates its RLT and also updates the LFL
Table with the filename and its attributes, informs the server initiator that the request is added
to the list for execution. Now it is the remote server who will reply to the request and the
server initiator removes the request form its queue and it is for processing another request.
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Fig. 5. Initiator Server Migrates Execution permissions to Owner Server

Fig. 6. Initiator server migrates execution permissions to a remote server
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The initiator server does not keep any track of that request and does not receive any
feedback whether the execution has been carried out or not. The initiator server removes the
request from its RLT table. After the migration of the request from the server initiator, the
server starts sending votes to nodes for r/w/rep the file in the request. There are two lists in
LFL, which are the timeout time t_0 and a request queue. The request queue distributes the
incoming requests in two slots, where all the requests of one slot are handled together and
every request has its own priority.
4. IMPLEMENTATION OF LOCK MANAGER ALGORITHM
In Section 3 we explained in detail the design and functionality of the lock manager
algorithm that we have proposed as a solution for maintaining concurrent access in cloud
storages. In this section we are going to explain its implementation in real environment and
analyze the data collected through different tests we have performed. The algorithm is
implemented in programming language Java with a simple graphical user interface that
allows us to build different cluster infrastructure and populate the node with files.
The first procedure that needs to be done is to select the path where the nodes are created
and define the number of files per each node. The algorithm is designed to give us, the
possibility to use predefined values or we can choose the number of server, nodes, files per
node and the number of users that deliver requests for accessing files stored in nodes. In the
example shown in the Fig. 7 we have chosen to build an infrastructure with 10 servers, 10
nodes and 300 files stored in all nodes. There are 50 virtual users that we have named as
clients, who will deliver requests for accessing the files that are stored in shared nodes. The
algorithm designed gives the option to define a parameter which represents the number of
requests sent by virtual users that will request for write/read on of the shared files. Once the
infrastructure is built we can deliver requests to perform read/write operations in the stored
files. When one of the files is read/ write, we insert a stick that describes the type of the
operation performed in it, the time when the operation happened and how much time took to
accomplish the operation. The request can be delivered in different numbers and different
modes. Through modes we understand the way how the request is delivered, whether these
requests are delivered in a chosen order or all requests are delivered randomly, and for the
sake of analysis we have implemented both modes i.e. random and ad-hoc mode. In the adhoc mode, it is us who decided the number of requests, which server was to act as initiator,
which file was to be requested and what would be the operation performed. We decided for
that to be a write or read operation, or we left operations to be randomly decided by algorithm.
Another aspect of the design is the information collected and its manipulation. The
algorithm gives information for all internal procedures running to achieve the action of the
client request. Once the execution of all requests is finished, we are able to export the logs in
Excel format or in text file and from there we can analyze and prepare reports about the entire
execution processes. The logs exported in Excel format contain a detailed report for a number
of parameters such as: Request Id, Operation mode, is permission already granted for that
file, Initiator Server same as Owner, Client Requesting, Requested File, Initiator Server,
Owner Server, Executer Server, Started Timestamp, Granted Timestamp, Finished
Timestamp and Execution Time. Select Info Types to be displayed section is used for filtering
the kind of the information to be collected during the execution process. The asymmetry of
the algorithm relies on the idea that requests are executed by the local server without
collaborating with another server, part of the cloud and, only when obligatory to receive
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information about the status of specific file. Other servers have no clue about the status of a
specific request or of the lock for a specific file. We have excluded the requisite for a master
who maintains the overall consistency and load balancing.

Fig. 7. Lock Manager Graphical Interface
5. EXPERIMENTAL RESULTS AND DISCUSSION
In section 4 we explained the implementation of the algorithm in the real setting and the
ways of collecting data that we are going to analyze herein. The lock manager algorithm
maintains the concurrent access in the shared files through three different approaches. These
approaches presented here are a. Self-management of shared locks in server, b. owner server
management, c. third server lock management. According to [3] once written, files are only
read, and it is certain that a high probability exists that read/write requests are issued from
the server who created the file. Considering this fact, our approach provides a sustainable
solution and avoids all other communication with other servers in cloud. Nevertheless, there
will be many other requests delivered in different servers requesting the right attribution of a
certain file. This approach leads to another state where the server which receives the request
has to collaborate with other servers to maintain file consistency. For the simplicity of our
work we call it initiator server. According to our algorithm definition, at any time that the
initiator server is not the owner server or does not provide the necessary information about a
certain file requested by a specific client, has to collaborate with other servers to get further
information for the state of a certain file. This extra communication will add a delay that
varies most in speed of the network and in the amount of the communication done. We have
taken in consideration these delays and herein we have been analyzing two states of the
algorithm. Through all this study we will refer to this delay as time until execution
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permissions granted. In the first state we implement the first approach of the self-management
of the shared lock and in the second state the request is randomly received by all servers.
Afterwards we are going to see and examine the performance of both states. For both
scenarios we keep the same cluster configuration and define that clients deliver 100 requests
for accessing the same file.
In Fig. 8 we get the performance of execution of 100 requests by a single server. The
ratio between read/write Requests and the order is randomly decided by the algorithm.
According to our presets, all the requests are delivered to a single file by the same server. In
this example we have simulated the scenario when the initiator servers are the owner server
for that specific file and no further communication with other servers is required. From the
graph in Fig. 8 we can denote three parts that require further analysis, for the first 30 requests
the time until execution permission granted increases almost linearly but remains in lower
values.

Number of the requests delivered in single server mode

Fig. 8. Time until execution permissions granted in milliseconds for 100 requests in single
server mode
The maximum time reaches the value of 130 milliseconds. At the same time, this is the
part where all requests delivered are read operation and they can be executed in parallel. At
request 34 we denote a vertical growth which is explained by the fact that this is the point
where it needs to wait for all read operations in queue finish and after that to apply write
operations. This is the point that represents the major delay that our algorithms add. The rest
of requests are write requests and again time increases exponentially but in contrast with the
read operation, now the time needed is higher since write operations cannot be executed in
parallel. In the second test, clients delivered again 100 requests but now in contrast with the
first mode, all requests are delivered in random mode to different servers.
As shown in Fig. 9 in random mode, the overall time until execution permissions granted
is less than half of the time until execution permissions granted from single server and even
though we do not have a proper analysis for the percentage of read/write requests, we still
get a better performance compared to single server mode. One point to be taken into account
is that we have analyzed the situation when the number of requests is equal for both cases
and compare to the real situation in a real cloud computing is a low number of requests. In
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the future we are going to analyze the situation when the number of requests changes from
100 to 200, 300 or 1000 requests and issue a comparison for each of the cases to check the
behavior of our algorithm when applied in different clouds dimensions.

Number of the requests delivered in random mode
Fig. 9. Time until execution permissions granted in milliseconds for 100 requests in
random mode
6. CONCLUSION
In this article, we have introduced an algorithm that is used to manage the read, write
and repair requests on distributed data which are stored using regenerating codes. The
algorithm provides a solution to manage a large number of requests in a distributed system
in such a way that they can be executed within the least possible time. The lock manager
algorithm gives a sustainable solution to the main aspects for a reliable cloud, by offering
high availability and scalability while keeping the stored data free from errors. The algorithm
prevents concurrent access in shared files by excluding simultaneous read/write operations
to the same file.
The shared files are kept in a proper way that are free from the errors and fault tolerant
from the server failures. Each file has the server responsible and a switchover server in case
of server failure. Based on its design, lock manager algorithm, gives solution to the main
concerns for a reliable cloud such as availability and scalability.
Taking into account that each server act as a master server for the received requests, the
availability of the cloud is maintained by avoiding the existence of a master server, and
according to cloud usage requirements, the number of servers can be modified without
affecting the overall cloud performance. Following the outcome from our results we can
conclude that when many requests are directed to the same server, might lead to server
resource exhausting and commit service interruption
As future work we are going to improve the algorithm by adding the feature of resource
starvation which will be used to prohibit servers from getting exhausted and commit service
interruption, that may occur when significant number of requests for a file are migrated from
initiator servers to a remote server that already has granted from the owner server the
permissions rights for executing of a certain file.
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