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Abstract: Web application users fill data in web forms every day, and problem 

situations often arise due to various reasons (misunderstanding the 

requirements, entering wrong data or value outside a certain range, or applying 

some regular expression to a certain field, etc.). The paper proposes a hybrid 

approach to identify and classify different elements in a web document in an 

accurate and efficient way that optimizes and automates the process of data 

filling in web forms by users. Machine learning techniques, heuristics and 

dynamic analysis of HTML objects were used, and a script was developed to 

overcome difficulties in filling out forms. The advantage of the proposed script 

is that it can work with HTML documents regardless of the domain area, 

specificity and nature of their content, saving time in addition. The 

characteristics of the attributes and constraints of the input elements in web 

forms are extracted fully automatically and the generated messages to the users 

are synthesized based on a generalized structural rule. 
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1. INTRODUCTION 

One of the main characteristics of the digital age, in addition to contemporary 

intelligent systems [1] and network technologies [2], is the continuous development 

of user communications and remote access to information resources. It is known that 

web pages (as part of more complex web systems, platforms and applications) are 

the main means of information dissemination on the Internet. In essence, they 

contain recognizable elements and constants that together describe the specifics and 

content of the documents they construct.  

When accessing and working with more complex information systems, users are 

often required to fill in data in web forms to collect user information, which can 

cause undesirable situations. In addition, the collection of personal data must comply 

with the privacy requirements clearly defined in the European document “General 

Data Protection Regulation” (GDPR) [3]. In addition to the stated legal regulation of 
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data, situations may often arise that will make it difficult for certain users without 

the necessary experience in network processes, for example, due to not having a good 

knowledge of the procedures, entering wrong data, etc. 

To solve such problems, the article proposes a hybrid approach for identifying 

and classifying the components in a web document, allowing for efficient 

organization and optimization of the process of data filling in web forms. HTML 

content extraction accesses DOM (Document Object Model) objects and, through 

machine learning techniques, identifies web components using dynamic analysis of 

HTML structures and calls, their attributes, values, and properties. 

The technique is a type of web scraping (crawling) of an HTML document. Web 

scraping is a technology that allows us to extract structured data from text such as 

HTML. Using web scraping to collect data allows us to collect prices from retail 

sites and provide additional details, web scraping can also be used to gather 

intelligence on illegal businesses to provide law enforcement valuable data that 

would not be available through conventional methods. Data acquisition is the first 

phase in any scientific investigation; this is the step where data obtained from sources 

such as personal data, company sales records and financial statements, or from public 

sources such as journals, websites and open data. Website analysis, crawling and 

data organization are the three main, intertwined processes of online scanning [4]. 

The aim here is not to make predicative analyzes and inferences about malicious 

code, nor validation checks for a web form, existence of cyber-attacks on the 

website, logical errors, quality or good practices related to the interaction between a 

website and its users. Our goal is to facilitate and automate the process of filling out 

HTML forms with user data, which is achieved by optimizing the design of web 

pages to collect information, embedding dynamic functions for reading HTML code, 

validating form data, reacting to events in the browser.  

The proposed approach facilitates the filling of HTML forms by non-specialist 

users and automatically suggests to them what data they are expected to fill in 

specific input elements and is the basis of the so-called automatic web form filling 

assistant. This paper discusses the web scraping method, implementation and stages, 

and how it can be done through JavaScript code. 

2. RELATED WORK 

Many websites, especially those that dynamically generate HTML pages, 

contain explicit and implicit (hidden) structure, both in layout and content that can 

be used for information retrieval purposes. There are various web scraping 

techniques including traditional copy-paste, text grapping and regular expression 

matching, HTTP programming, HTML parsing, DOM parsing, web scraping 

software, vertical aggregation platforms, semantic annotation recognizing and 

computer vision web page analyzers [5]. 

Some of the automatic approaches to web element recognition and information 

extraction in the past rely on the DOM, others on regularities in HTML tags and 
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attributes. The use of JavaScript and dynamic DOM manipulation on the client side 

of web applications is becoming a widespread approach to achieve rich interactivity 

and responsiveness in modern web applications [6]. 

Tools exist to extract information from web pages created using machine 

learning techniques [7]. Despite the inherent difficulty, there are general principles 

and algorithms that can be used to automatically extract data from structured web 

sites. An approach for automatic web content extraction and segmentation is 

proposed in [7]. Its methods do not require user input, but rely entirely on the layout 

and content of the web source. Two algorithms are described in the article. The 

authors show how each approach can exploit web site structure in a general, domain-

independent way and demonstrate the performance of each algorithm on a set of 

twelve web sites. 

There are software APIs that crawl web documents (sites, applications) and 

extract content from them. They operate on the principle of a full-fledged web 

browser (Chrome, Opera, Mozilla) or on the principle of the low-level hypertext 

transfer protocol (HTTP). API can be access for variety of different data types. 

Instead of manually copying and pasting information from the website and collecting 

it in electronic repositories, the content extraction service offers this functionality in 

applications, more precisely, automatically and faster than a human [4]. 

Availability of powerful client-side web-browsers, as well as the wide 

adaptation to technologies such as HTML5 and AJAX, gave birth to a new pattern 

in designing web applications called Rich Internet Application (RIA). RIAs move 

part of the computation from the server to the client. This new pattern of designing 

web applications led to complex client side applications that increased the 

interactivity of the web application [8]. 

There is a query-based tool for crawling of a web document that uses a set of 

keywords appropriate to the domain. This helps the tool get the most relevant links 

from the domain without actually going deep into that domain. In the proposed tool, 

the keyword list is passed to the search query interfaces found on the websites. The 

keyword query based focused crawler guides the crawling process using metadata. 

The keyword data set is used for creating effective queries and the result obtained 

are feedback to the system [9]. 

During the exploration of automatic dynamic web crawlers, were discovered 

two inevitable situations which have not been processed properly by existing tools. 

One is that some websites adopt CSS pseudo-class to locate clickable elements, 

which prevents the existing technologies from simulating user actions. Another is 

that pop-up windows can be triggered during automatically elements clicking, where 

the existing web crawler procedures will be terminated [10]. 

Finally, we can't depend on pre-built off-the-shelf tools to get the data we need, 

so we need to implement data extraction strategies, including specific attributes from 

web documents, to ensure that the data we populate, match what the business needs. 
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3. METHODOLOGY FOR OPTIMIZING THE PROCESS OF FILLING 

OUT HTML FORMS 

Many websites and applications have forms to collect user data. In most 

computer information systems, communication with the user takes place through a 

user-friendly graphical user interface (GUI) [11]. The entry point or data source for 

the reasoning, algorithm, and programming implementation of the automatic 

assistant is an HTML form that builds the GUI (front-end code) of a web page. 

To create a tool for assisted filling of web forms (regardless of the nature, 

content and software), the cross-platform JavaScript language was chosen to 

interact with the full potential of the HTML content of a given web page with input 

elements, facilitating their filling by user side. The tooltip concept was chosen, with 

the help of which instructions are shown to the user in the form of additional 

information for filling in a specifically selected element in a given web form. When 

a user holds the mouse pointer over an element (hover, focus, select effect), an 

instruction is displayed for its correct filling or what type of data is expected to be 

filled, in what limits it should be, is the field mandatory, does it follow a certain 

template for filling etc. 

The process takes place in two stages. 

- The first stage is the pre-processing of the document's DOM tree to obtain 

its full-text content and involves training its further behavior. 

- The second stage takes care of extracting information and performing key 

activities for the purpose of the processes. In this particular case, the aim is 

to assist in filling out user data in HTML forms. 

The proposed approach scans the DOM tree, finds attributes of input elements 

that trigger popup messages with hints to users 

3.1. Automatic assistant for filling out HTML forms 

Stage I– training stage 

In the pre-training stage, the tool first processes the existing HTML content. 

The processing includes the removal of redundant and duplicate elements. 

Redundant are those elements that are not essential for the purposes of the study 

(<br>, <hr>, &nbsp; <b>, <i>, <sup>, etc.). Whether text is bold or italic does not 

matter to the app's functionality. Input elements are the focus of the reasoning, and 

only for them are created tooltip instructions for filling in by users. 

Inferring an input element type once ensures that the rule is applied every time 

the same element type is encountered again in the DOM tree. 

Hyper Text Markup Language Document Object Model (HTML DOM) is a 

standard for getting, changing, adding, or deleting HTML elements. DOM 

performance is by defining objects and properties of all HTML elements, with 

methods to access them. With DOM, JavaScript can access all elements in an HTML 

document. All HTML elements are treated as objects [12]. 

Consider the following code fragment (Fig. 1): 
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<form> 
<fieldset style="background:#e1eff2;"> 

 <legend><b>General information</b></legend> 
 
 <label for="firstname">First name *</label> 

<input type="text" name="firstname" min="2" max="15" required/> <br> 
 
 <label for="lastname">Last name *</label>  
 <input type="text" name="lastname" min="3" max="20" required /> <br> 
  
 <label for="username">Username *</label>  
 <input type="text" name="username" required /> <br> 
  
 <label for="pass">Password *</label>  
 <input type="password" name="pass" required /> <br> 
  
 <label for="sex">Sex</label> 
 <input type="radio" name="sex" value="man" /> 

<label for="man">Man</label>  
 <input type="radio" name="sex" value="woman" /> 

<label for="woman">Woman</label> 
 
 <label for="age">Age</label>  
 <input type="number" name="age" min="1" max="120" /> <br> 
 
 <input type="submit" value="Save" /> 

<input type="button" value="Reset" /> 
</fieldset> 
</form> 

Fig. 1. Fragment of code building the user interface of an HTML form 

A sequence is a set of elements that are part of a web form for entering user data 

(Fig. 1). Multiple label and input elements are observed in the fieldset. Only the input 

fields fall within the scope of our reasoning. It is for them that the algorithm is 

proposed and the tool developed, as a result of which users will be able to receive 

instructions for filling out the web form (Fig. 2). 

 

Fig. 2. Part of an HTML form for filling out user information 
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The result of key web information extraction is a list of elements or a collection 

of attributes (in the form of additional information) for each of the elements in the 

page's DOM (Fig. 2.).  

In the example for all fields of type <input type=”text”> the logic will follow 

the same line, namely the user is instructed to enter some text message, for all fields 

of type <input type=”number”> the instructions will be filling in numerical data, etc. 

If there are attributes indicating the mandatory nature of the field, the string – "The 

field is mandatory for recording" is added to the indication. If there is a range for the 

numerical values min=”0” max=”150”, the message will be generated with valid 

values for the validity interval. 

The JavaScript scripting language is used to form the rules, as it can interact 

both with objects from the DOM (Document Object Model) tree of the web 

document and CSS properties of these objects, as well as with plugins in the browser, 

data server, etc. 

The DOM model is platform and programming language neutral and allows 

programming scripts to dynamically access and update the content, structure, and 

style of web documents. It defines the logical structure of the document and how it 

can be accessed and manipulated. The DOM model covers not only the structure of 

a web document, but also its behavior and the objects it consists of. As an object 

model, DOM identifies [13]: 

- Objects – for presenting and manipulating a document; 

- Semantics of these objects - study of their behavior and attributes; 

- Connections and relationships between objects. 

The JSON format for data exchange (JavaScript Object Notation) is also used, 

because of its speed, compatibility and independence. With its help, the necessary 

information is accessed and some of the processing in the HTML document is 

simplified, such as obtaining the names of the objects and the values of their 

attributes. 

Directions are displayed in the GUI as tooltip messages that could be styled for 

a friendlier look. They can be "linked" to a specific element by an arrow, fade in 

gradually (kind of animation) or visualized as a modal window (modal box). We've 

chosen to show them to the right of the fields with a directional arrow. 

It only needs to read a dataset from the DOMStringMap, where there is an entry 

for each input element property in the web document. Event handlers receive an 

object that contains specific properties and methods. 
 

var document_info = document.documentElement.innerHTML; 
 

The code above shows how the content of a web document can be written to a 

document_info string variable. In the resulting string, it is possible to search for the 

presence of different types of input fields and to generate tooltip messages that are 

displayed when positioned on the input elements and that will be helpful when filling 

in by users. 
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Stage II – extraction of DOM objects and values of their characteristics 

In the detection stage, the preprocessing of input elements from the DOM tree 

and extraction of values of specific characteristics of them (eg type, required, etc.) is 

performed and the results are found in the same training stage. The type of the input 

elements is derived according to how the model was built and trained in the training 

stage. The decisions about the tooltip messages that accompany the work of the 

automatic assistant are also made based on the justifications in the training stage. 

For easier and more intuitive management of web documents, we use the 

JavaScript library jQuery. It detects the ready state of the loaded HTML document 

via $(document).ready() and only then executes the JavaScript code. JQuery 

provides methods for many natural events that occur in the browser, such as click(), 

focus(), blur(), change(), on(), etc. A DOM element can be turned into a jQuery 

object to which jQuery methods are applied, using $(this) e.g. var label = $(this). In 

addition to the event object, the event handler also has access to the DOM element 

to which the handler was bound via the this keyword. 

The code below represents (Fig. 3) part of the preprocessing of the object model 

of the considered example to obtain its full-text content and includes functions for 

extracting information about input elements and values of specific characteristics of 

them. 

function getAllParaElems() { 
 var inputFields = document.genInfo.getElementsByTagName('input'); 
 var len = inputFields.length;       
 console.log("There are " + len + " input fields."); 
   
 var i,j; 
 for (i = 0; i < inputFields.length; i++) { 
  var attrInElement = inputFields[i].attributes; 
  console.log(attrInElement.length); 
  for(j = 0; j < attrInElement.length; j++) { 
  console.log(inputFields[i].attributes[j].name +" - "+ 

inputFields[i].attributes[j].value); 
  if(inputFields[i].attributes[j].value === "text" && ) { 
   console.log("Expecting text information."); 
   if(inputFields[i].attributes[j].value === "min") { 
    const val = inputFields[i].attributes[j].value; 
    console.log("Expecting text information with minimum " + val + 

" chars."); 
    } }  
............. 
  } } 
............ } 

Fig. 3. A function that retrieves input elements and values of their characteristics 

 

The snippet below demonstrates CSS code that is used to style the tooltip 

messages to users (Fig. 4) and demonstrates how to add an arrow to the bottom of a 

tooltip: 
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/* Tooltip text */ 
  .tooltip .tooltiptext { 
  visibility: hidden; 
  width: 300px; 
  background-color: #555; 
  color: #fff; 
  text-align: center; 
  padding: 5px 0; 
  border-radius: 6px; 
 
/* Position the tooltip */ 
  position: absolute; 
  z-index: 1; 
  bottom: 150%; 
  left: 50%; 
  margin-left: -60px; 
 
/* Fade in tooltip */ 

opacity: 0; 
transition: opacity 0.3s;  

    /* Tooltip container */ 
.tooltip { 
position: relative; 
display: inline-block; 
} 

/* Position to the bottom */ 
.tooltip .tooltiptext::after { 
content: ""; 
position: absolute; 
top: 100%; 
left: 50%; 
border-width: 5px; 
border-style: solid; 
border-color: black transparent 

transparent transparent; 
} 

 

Fig. 4. CSS code that styles the tooltip messages 

4. RESULTS 

To create an arrow that should appear on a specific side of the tooltip, content: 

"" is added after the tooltip, with the after pseudo-element class. The arrow itself is 

created using border. This will make the tooltip look like a content balloon. 

Positioned arrow with parameter top: 100% places the arrow at the bottom of 

the tooltip, left: 50% centers the arrow. The border-width property defines the size 

of the arrow, and margin-left the position of the arrow. The value of margin-left 

depends on whether the arrow should be centered. The border-color property is used 

to style the arrow. 

Some of the text to generate the pointer messages is derived from attribute 

values in the web document's HTML code, e.g. the tokens Man or Woman in the 

string are taken from the value="Man" and value="Woman" attributes of the <input 

type="radio"> element in the HTML document (Fig. 5). 

 
Fig. 5. Fragments of the same HTML form with user prompts generated 



International Journal on Information Technologies & Security, № 4 (vol.14), 2022 87 

In the event that there are validating attributes specifying value arrangements, a 

time period, or a regular expression, the script is trained and forms a message to the 

client that includes the listed parameters. Thus, the user will not enter invalid values 

and waste time editing already entered information. JavaScript code seeks to 

automate communication between the client and the web page by implementing 

interaction functions through DOM objects to control their behavior in the browser. 

5. CONCLUSION 

The tool developed as a result of this study serves as an automatic assistant for 

filling out HTML forms for users to fill in data and supports reasoning about the 

interaction process between users and web applications, without the iterations 

affecting the servers. The reasoning also uses cleverly combined heuristic rules and 

machine learning techniques. 

The script works on HTML documents regardless of the domain area, specificity 

and nature of their content. It does not know the scheme by which web content is 

organized in an HTML document, is not limited to a linear form, and can handle 

nested structures, which in most cases are HTML forms. 

Using the script reduces user stress and helps the process of filling out data in 

web forms, saving time. The solution is independent of the domain area, fully 

automatic and does not require user intervention. Characteristics for attributes and 

constraints on input elements in web forms are extracted fully automatically and 

generated messages to users are synthesized based on generalized structural rules. 
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