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Abstract: In this paper, a Secure Efficient Task Communication (SETC)
Mechanism for Bigdata environment has been proposed. The SETC
mechanism detects the oscillating device efficiently (detects the good and
bad behavior of the node). The results have been compared with the current
reliability-based security methods. The SETC method has achieved very
good detection rate, reduced the detection failure rate, and provided high
reliability in comparison to the current reliability-based security methods.
It has been seen that the current reliability-based security methods fail to
address the issue of the dynamic behavior of the sensor nodes and feedback-
reliability. In addition, in comparison to the conventional cryptography-
based authentication method, the reputation-based security system is far
more effective at determining the behavior of the user.
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1. INTRODUCTION

The main issue of handling Bigdata includes data storage and management,
integrity, confidentiality, privacy, and security. Security issues for Bigdata and [oT
have been also been considered open research issues. Security in Bigdata is difficult
because it must account for both online and offline attacks. Data maintained online
could be stolen, malware can encrypt files, and attacks caused due to the Distributed
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Denial-of-Service (DDoS) can bring down the entire site. This problem could be
problematic for businesses in which the information that is being held is private or
perhaps even confidential, like information about a user's contact information, credit
card information, or even details regarding the user's financial transactions. Such
attacks result in significant losses for the organization, which may lead to financial
difficulties. The information can be protected in a variety of different ways by
utilizing the Bigdata security procedures in a variety of different ways. In addition,
there is a wide variety of attacks that are currently utilized to obtain information from
the Bigdata server. As a result of these problems, this is of extreme significance to
provide security for the Bigdata workflows when the tasks are being executed or are
transferred from one node to another node. In this paper, a secure and efficient task
communication mechanism is presented for the execution data intensive workflows
in the Bigdata environment encompassing loT, edge, and cloud platforms. In
addressing the research limitation in the next section a brief literature survey about
the existing system has been given. The proposed Secure Efficient Task
Communication (SETC) method has reduced the detection failure-rate and attains a
high attack-detection rate in comparison to the existing reputation-based security
methods. The SETC method increases the throughput and reduces the consumption
of energy in comparison to the existing reputation-based security methods. The
SETC method provides more reliability by providing better security and QoS.

2. LITERATURE SURVEY

In this section, various security methods have been used for the execution of the
workflow in the Bigdata environment. A trustworthy and light weight trust method
for Internet of Things edge devices has been presented in [1], and it is based on the
fusion of information from several sources of feedback. In the initial stage of this
method, they used global-trust evaluation. Hence, this makes their trust evaluation
method more dependable. After this, they used a light-weight trust evaluation
method for providing cooperation among the loT-edge devices. This approach is
well-suited for large-scale loT-edge computing devices. In [2], a blockchain-based-
trust method for helping the Mobile-Edge-Computing (MEC) has been proposed
which deals with selfish edge assaults and faked service record attacks. By using the
trust assignment technique, the edge-trust method selects the miner of a given
blockchain, which applies two consensus protocols for appending the trust of the
new service to the Mobile-Edge-Computing blockchain. To further enhance the
performance of the computation, they have used a reinforcement-learning-based on-
edge CPU allocation method. In [3], they have proposed a blockchain-based SD-
CPS architecture to provide security during the offloading of the task to edge
computing [4]. Moreover, they have created a resource management strategy for
lowering the latency of the system and to provide the adaptability of cooperation to
adaptively apply a control strategy and offloading strategy while assuring data
security. With the help of deep-reinforcement learning, they have optimized the
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allocation of resources, reduced the latency, and ensured data security by formulating
the combined computation, communication, and consensus issues as a Markov-
Decision-process.

A trust-based clustering approach has been proposed in [5], which enables
clusters to identify a trustworthy cluster-head. The proposed approach has several
innovative features, one of which is a trust-based cluster head selection process that
takes into account the reputation, experience, and knowledge of the node.
Additionally, a backup-head is established by conducting a trusted analysis on each
node that makes up a cluster. In [6], they have proposed three distinct layers of
security using a multi-tier trust-management method for dealing with the problem of
malicious automobiles in a vehicle ad-hoc-network. A value of the trust has been
allotted to each vehicle in the vehicle ad-hoc-network by the first tier. This value is
determined by a variety of factors, including the time required for processing, packet
loss, and information on the previous vehicle. In [7], a clustering technique was
developed to ensure quality and safety during cluster creation using previously
determined Quality-of-Service (QoS) criteria. For solving the problem of managing
the trust between edges and the difficulty in distinguishing malicious from safe nodes
that are initiating weak attacks, in [8], the researchers present a method of preventing
attacks during the transmission of reputation at the network's boundary.
Additionally, a solution for good intrusion network security has indeed been
developed to alleviate the adverse impacts of attacks on customer interaction and
boost the overall reputation performance and process integrity of edge intelligent
systems. In [9], the authors attempted to decrease the network latencies of edge
devices linked with Cyber-Physical-System (CPS) even though concurrently taking
into consideration the criteria for security and dependability. Though the existing
reputation-based method has achieved good security performance; however, these
models have failed to detect biased attacks [10] where the device keeps changing its
behavior state from normal to malicious and vice versa; further, failed to consider
load balancing as a result of performance if degraded. In [11], they have proposed
an energy-efficient data-transmission method for the IoT environment but have
failed to address the security during task communication. In addressing the research
limitation in the next section secure and efficient task communication mechanism is
presented.

The contribution of Secure Task Communication Mechanisms for the BigData
environment method has been given as follows.

e The SETC method has reduced the rate of detection failure and attains a high
rate of attack-detection in comparison to the existing reputation-based
security methods.

e The SETC method increases the throughput and reduces the consumption of
energy in comparison to the existing reputation-based security methods.

e The SETC method provides more reliability by providing better security and

QoS.
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3. SECURE AND EFFICIENT TASK COMMUNICATION
MECHANISM FOR BIG DATA ENVIRONMENT

3.1. System Model

This section presents a system model for data-intensive workflow execution
under Bigdata computational platform encompassing loT devices, edge-server, and
the cloud environment as shown in Figure 1. The IoT devices communicate the
workflows through intermediate [oT devices towards the edge server for executing
workflows. The edge servers either execute the workflows or offload them to the
cloud server to execute the workflows. The frequent offloading of data from IoT
devices to edge-server and cloud environments and the wireless nature of IoT and
edge-server environments lead to possible intermediate data attacks. Existing
methodologies have adopted cryptography methods to mitigate intermediate data
attacks; however, the limited battery and computational capability of IoT devices
limit the usage of such methods. On the other side reputation-based provides an
effective mechanism to provide security in the Bigdata environment. Nonetheless,
the existing method fails to detect the biased attack, and poor load-balancing further
impact the workflow execution performance. In addressing research problems, a
Secure and Efficient Task Communication (SETC) mechanism for Bigdata
environment employing effective reputation metrics and load-balancing modelling
is presented.
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Figure. 1. Architecture for Secure and Efficient Task Communication Mechanism
for Big Data environment.
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3.2. Reputation Metric

The reputation metrics have been taken from the previous work [12]. In this
proposed work first, we compute the explicit reputation metric L} (x, y) between any
two communicating devices i.e., x and y within one-hop neighbour considering u‘"
session instance using the following equation

Lo (x,y) = Secg (x,y). (1)

The parameter Sec¥ (x, y) defines reputation given by device x on device y and
vice versa (i.e., positive reward and negative reward for the good and bad experience,
respectively). Then implicit reputation metrics G%(x, y) is computed for obtaining
the global trust of different devices with respect to each other for minimizing selfish
behavior using the following equation

—ta Fo(x,p) * Ly (x,
waw:zwgﬁo(g&g(w’#w_&n>a .
o\Ay peg—{x} oX,p if |Z—{X}|=0-

where F¥%(x,p) defines reputation trustworthiness given by a device x on p, Z =
S(y) signifies IoT device set that has associated with IoT device y. The current
reputation metrics C¥(x,y) is used for measuring the current security level of
devices and is computed using the following equation

Where & represents the weights to optimize the recent reputation metric

The past reputation metric 1% (x, y) is used for measuring the past behavior of
devices and is measured using the following equation

U u
i (x,y) = % *Ho—l(X,y)2+ (Co—l(x:y)’ (4)
where 3(x, ) = 0 as well as ¢(0 < ¢ < 1) represents the rewarding parameter and
to reduce storage overhead exponential mean update mechanism is employed. The
anticipated reputation metric F*(x,y) is used for measuring how secure a device
will be in the future and is computed using the following equation

u _ 0,if neither i or C is available
Fo'(xy) = {a(C‘g(x, y) + (1 — a)i%(x,y) if either i or C is available )

In the above equation, the parameter « is defined for dynamically optimizing a
device to come out of experience reputation. However, in a big data setting, the risk
of a malicious node turning good should not be underestimated, since this could have
a negative impact on the efficiency with which workflows are executed, hence the a
should be always high. In removing biased attacks unfair and oscillating reputation
metrics D% (x,y) is computed using the following equation

DY, (x, y) + LED LN yecuy y) — Li(x,y) > 7

D56 Y) =4 DL, (x,y) + LE(x,y) — CE(x,y), ifCE(x,y) — Li(x,y) > - (©)
D%_, (x,y), otherwise,
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where 7 represents the parameter for tolerance which is used to optimize the
reliability and p(p > 1) represents the penalty-factor which helps for bounding the
oscillation. Then, the biased attack is computed through the following equation
0, ifDi(x,y) > D
DY = i1 DY(x,
O(Xl Y) cos < 0( Y)

AT T nNure N th i )
2 * — ]Dg(X, y)> otnerwise

(7

Algorithm 1. Choosing the node (x, T) for communication
Input. Computing node x and nodes set replying to a communication request T
Output. Communication provider node y
Start
Vp€eTdo
estimate Reputation(x, p)
if Reputation(x, p) > T then
H < HU{p}
Else
V<Vu{p}
End if
End v
If h # @ then
Vp€Hdo
Estimate load O (x, p)
End vV
sort H in ascending order with respect to traffic O
Get node y with the least traffic O
Else
Total Reputatione 0
Vp€Vdo
Total Reputation—Total Reputation + Reputation(x, p)
End Vv
If Total Reputation> 0 then
Vp€eVdo
Estimate P (x, p)
End v
Get node y with probabilities P (x, y)
Else
Get randomly any node y
End if
End if
Stop

3.3. Secure and Efficient Load Balancing Mechanism

The algorithm to execute the given workflow securely and assure efficiency
through load balancing is given in Algorithm 1. The process of secure and efficient
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task communication mechanism is given in Algorithm 1. Using Eq. (5) and (7) the
final security metrics Fj*(x, y) is defined through the following equation

Ft(x,y) = B (x,y) = Dy (x, y). (®)
Using the above equation, the device with a higher F}*(x,y) is chosen for
communication as defined below

max Z Fi(x,y) 9)
peZ—{x}

However, always sending the information through a secure device will cause
performance issues; in addressing an effective load balancing mechanism is
introduced by analyzing the traffic of each IoT device using the following equation

Ty =TGy) + ) F3Gp) < T(py) 10)
peZ—{x}
where T%(x, y) defines the number of associations between IoT devices x and y.
Then, the 10T device is selected using the following equation

minz T4(x,p) (11)
peZ-{x}

If an IoT device is added to the workflow execution environment; in such case, the
IoT device will not have any reputation value; considering the scenario, the node is
chosen in an arbitrary manner using the following equation

—To”(x,y) if 2}"“(3( p)#0
P(x,y) = Ypev F(x,p)’ & o ’ (12)
arbitrarly choose any sensor device, else.

From Equation (12), the communication starts from the IoT nodes to the V,
where the IoT device has the maximum value and nodes have 0 trust, due to which
it randomly chooses the node and starts the communication. The proposed SETC
method reduces the rate of failure for the attack-detections when evaluated with the
existing reputation-based methods which have been discussed in the next section.

4. SIMULATION RESULT AND ANALYSIS

In this section, the results have been simulated and compared with the other
current reputation-based security methods [9], [10]. For simulation, the SENSORIA
tool has been used as well as CloudSim [13] has been used to integrate the cloud
layer. The Cybershake real-time simulated workflows are used for experiment
analysis. More detail on the workflows used is given in [14]. For evaluation of the
model, the rate of attack-detection, rate of failure for attack detection, throughput,
and ROC curve have been plotted. The area for the simulation area to gather the
information was set to 100mx100m, there are a total of 4 edge servers, and there are
1000 IoT devices. The attack rate ranges from 10% to 40%, the Internet of Things
devices communicate using IEEE 802.11b MAC, the range for communication was
made to 6 metres, the range for sensing range was made to 3 metres, the loT devices'
initial energy ranges from 0.05 to 0.2 Joules (j), the bandwidth is set to 10000 bit/s.
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The length of a data-packet was set to 2000 bits, and the length of a control packet
is 248 bits. Sensing happens every 0.1 seconds, and the amount of energy used for
idle and amplification is set to 50 nJ/bit and 100 pJ/bit/m2, respectively

4.1. Attack detection rate vs attack rate

The rate for attack-detection vs attack-rate has been evaluated by comparing the
results with the ERS [9], and ERCAD [10] methods with our proposed SETC method
which has been given in Figure 2. The SETC method increases the rate for detection
by 13.33% when compared with ERS method and the detection-rate for the ERCAD
and SETC are the same for the 10% attack rate. The SETC has a better detection-
rate of 25.37% when compared with the ERS method and when compared with the
ERCAD method, it shows a better detection-rate of 3% for 20% of the attack rate.
Further, for the 30% of the attack rate, the SETC attained an 18.03% better attack
detection rate when compared with the ERS and a 3% better detection-rate when
compared with the ERCAD method. The SETC method attained better results for the
40% of attack rate having a 17.105% of better detection rate when compared with
the ERS method and the ERCAD model attained a 1% better attack detection rate.
Based on these outcomes, it is clear that the suggested SETC method outperforms
the state-of-the-art approaches to reputation-based security.

Attack detection rate
mERS ®WERCAD SETC

60
) I I I I
10 20 30 40
(%)

Attack Detection rate
P

0

Attack rate (%

Figure 2. Rate of Attack detection rate vs rate of attack (%).

4.2. Rate of failure for Attack detection vs varied rate of attack

The rate of failure for attack detection vs varied rate of attack has been evaluated
by comparing the results with the ERS [9], ERCAD [10] methods with our proposed
SETC method which has been given in Figure 3. The SETC method increases the
rate of failure for attack detection by 28.57% when compared with ERS method and
the rate of failure for attack detection for the ERCAD and SETC is the same for the
10% attack rate. The SETC has a better rate of failure for attack detection of 34.0%
in comparison to the ERS method and when compared with the ERCAD method, it
shows a better attack-detection failure-rate of 3% for 20% of attack rate. Further, for
the 30% of the attack rate, the SETC attained a 22.0% better rate of failure for attack
detection in comparison to the ERS and a 3% better rate of failure for attack detection
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in comparison to the ERCAD method. The SETC method attained better results for
the 40% of attack rate having a 51.02% of better rate of failure for attack detection
in comparison to the ERS method and the ERCAD model which attained a 1% better
attack-detection failure-rate. Based on these outcomes, it is clear that the suggested
SET method outperforms the state-of-the-art approaches to reputation-based
security.

4.3. Throughput performance vs attack rate

The throughput has been evaluated by comparing the results with the ERS [9],
ERCAD [10] methods with our proposed SETC method which has been shown in
Figure 4. The SETC method achieves a throughput of 0.555 whereas the ERS method
attains 0.4662 and the throughput for the ERCAD and SETC are the same for the
10% attack rate. The SETC has attained a throughput of 0.371 when compared with
the ERS method, it attained a throughput of 0.2067 and when compared with the
ERCAD method, it shows attained throughput of 0.3685 for 20% of attack rate.
Further, for the 30% of the attack rate, the SETC attained 0.2816 throughputs
whereas the ERS attained a throughput of 0.1628 and 0.2501 throughputs was
attained by the method. The SETC method attained better results for the 40% of
attack rate having 0.1848 throughput, whereas for the ERS method, it attained a
throughput of 0.1488 and for the ERCAD model it attained a throughput of 0.1672.
Based on these outcomes, it is clear that the suggested SETC method outperforms
the state-of-the-art approaches to reputation-based security.

Attack detection failure rate System Throughput
mERS WERCAD mSETC 0 MRS WERCAD ®SETC

20

Attack rate (%) Atta \Ll rate (

®©

]

Norma lll/ul Ihmu shput

Attack detection Failure Rate
B

Figure 3. Attack detection failure rate vs Figure 4. T hroughput vs attack rate.
attack rate (%).

4.4. ROC Curve

In this section, the ROC curve for the current ERS [9] (ES) method and the
SETC (PS) method have been given. The simulation for the attack has been done by
varying the 10% to 40%, having an interval of 10% for the ROC Curve. In Figure 5,
Figure 6, Figure 7, and Figure 8, the ROC curve for the 10% attack rate, 20% attack
rate, 30% attack rate, and 40% attack rate has been given. From all the ROC curves
it can be seen that the ROC curve attains better results for the proposed SETC method
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while the ERS method fails to attain better performance for 10% attack rate, 20%
attack rate, 30% attack rate, and 40% attack rate.

ROC Curve ROC Curve
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Figure 5. ROC curve for 10% of attack Figure 6. ROC curve for 20% of attack
rate. rate.
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Figure 7. ROC curve for 30% of attack Figure 8. ROC curve for 40% of attack
rate. rate.

5. CONCLUSION

The current reputation-based security methods do not provide good performance
in terms of feedback reliability, dynamic behavior and provide very less reliability.
Nevertheless, the SETC method provides better performance for the detection of the
oscillating device (detects the good and bad behavior of the node). The results have
been compared with the current reputation-based security method. The SETC model
attains good accuracy for the detection, reduced false classification and higher
throughput. The SETC increases the rate of detection by 22.04%, minimizes the
failure detection by 33.89% and attains higher throughput of 22.4% when compared
with the ERS method. Hence, the SETC method provides better reliability when
compared with the existing models. Future work would focus on designing efficient
resource allocation design for edge cloud-platform to reduce the cost of service
provisioning. Further, improve security with balanced cost-based resource
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offloading design for an edge-cloud platform for real-time execution of big data
workflows
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