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Abstract: In the modern digital era, data is considered to be the most
valuable asset. Multimedia data includes audio, image and video forms which
grabs attention and vulnerable for hacking. Transmission of multimedia data
in open network is always unsecure. In this research paper, a novel method to
transmit secret video is proposed. First, keyframes are detected by processing
the ROI (region of interest) to classify segments. Spiral Shuffling and
SHAB512 hashing technique are applied to build the cipher blocks. Blockchain
technique enhances strength of the Dual Level (Crypto-Stegano) Security
Scheme. Discrete cosine transformation with normalization is applied to
embed cipher blocks in audio files without any traces of hidden data.
Combining the major security techniques such as Cryptography,
Steganography and Blockchain enhances the strength of the proposed BDLSS
(Blockchain enabled Dual Level Security Scheme). Experimental analysis is
carried out with PSNR, SSIM, MSE, NPCR and Correlation coefficient
values to prove the efficiency and the proposed method outperforms well over
existing methods.
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1. INTRODUCTION

Sending secret data is always essential in many situations. Multimedia data
instantly attracts hackers. The proposed BDLSS is focuses on securely sending
secret videos in the unsafe open network. Keyframes are identified for creating the
block boundary. The keyframe of a video is normally defined as the frame that
contain the action changing key. There are many features to find the keyframe in a
video [1]. Here, many such features like Structured Similarity Index Measure
(SSIM), entropy, threshold and histogram are considered. Since, many calculations
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are involved, it is difficult and time consuming if calculated for the whole image
frames of the secret video. Thus, region of interest (ROI) is fixed by calculating the
Mean Square Error (MSE) and the variations in the features are calculated for ROI
to identify the keyframes. Based on the keyframes in the video, several blocks are
formed. Cipher blocks are obtained by applying spiral shuffling and discrete cosine
transformation on each block. Image encryption techniques should be strong
enough to protect the secret data from the hackers [2,3]. Hiding the secret data in
an audio file without any traces of hidden video frames leads to an efficient
steganographic technique. Crypto and Stegano schemes are incorporated in the
video blocks leads to the efficient Blockchain enabled DLSS.

Standard measures such as correlation coefficients, SNR, PSNR, SSIM and
MSE are calculated to portray the efficiency of the proposed BDLSS method.
Correlations coefficients are used to show the vast difference between the original
and cipher images and the similarity of audio files before and after embedding.
Comparative study is done with existing methods and the proposed method
outperforms well.

The motivation for this research work is the need for secret video to be
communicated in defence sector. Evidence video has to be safeguarded. Thus, a
strong secure method is required for accomplishing it. In this research paper, an
efficient scheme is proposed to send covet video as cipher blocks hidden in a
typical audio file. The combination of crypto and stegano enhances strength to the
proposed Blockchain enabled Dual Level Security Scheme (BDLSS).

The remaining part of this paper is organized as follows: Background work or
Literature survey is given in Section 2 under the heading Related Works. Proposed
Methodology is elaborated in Section 3. Section 4 presents the Blockchain enabled
Dual Level Security Scheme. Experimental Results and Performance Analysis are
shown in Section 5. Finally, Section 6 concludes this paper.

2. RELATED WORKS

Sending secret data in private network are highly safe and secure. But it is
impossible to depend on creating private network always, as it is not cost effective
and the data needs to be transmitted across many devices. Thus, communicating
with encrypted data [1-3] improves security. Multimedia data such as image, video
and audio are sent as ciphers in open network. Video encryption techniques with
AES and ECC [4] holds high strength. Video files are huge and sent as many
smaller files. Splitting the video file into smaller blocks [2] are based on the
keyframes produces better results. Keyframe identification [1,5] is performed
based on numerous features of each video frame images. Embedding the secret
data in a multimedia data adds security. Hiding image in an audio file [6] is shown
by Tohari Ahmad et al. and embedding secret audio in another cover audio is
proposed in our previous work [7]. As the multimedia data are huge and very
vulnerable, the amount of data hidden in a cover file is an important measure to
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prove the efficiency of the system. Zhiguo Qu et al. elaborated a novel video
Steganography protocol [8] with large payload. Blockchain technology is
establishing its strength in various fields including video forensics [8], deepfake
technologies and 10T [9-11].

Machine learning and deep learning are the latest artificial intelligence (Al)
techniques applied in keyframe identification in human action videos [12] of
various fields such as sports training [13] videos. Sharing secret data is the reason
for the improvement in mobile communications. Sharing secret data in mobile
applications by the creation of multiple secure storage dimensions [14] is explained
by Mercan, S. et al. and in cloud computing for various mobile devices [15] is
clearly described by Lu.X et al. Bhat et al. shown the role of probabilistic public
key encryption in secure cloud storage [16]. All these existing methods are the
inspiration for the proposing this research work with improved performance.

3. PROPOSED METHODOLOGY

The proposed methodology incorporates three major techniques and are
explained as follows:

3.1. Cryptography

1. Read secret video
2. Find the total number of frames in the secret video
3. Keyframe detection
3.1. Calculate the mean squared error (MSE) between each frame
3.2. ldentify the region of interest (ROI)
3.3. Calculate structured similarity index measure (SSIM), entropy
between ROI on the consecutive frames
3.4. Perform histogram analysis
4.Build the blocks
5.Perform 3X3 spiral shuffling for each frame in the blocks
6.Build Blockchain
7.Apply discrete cosine transformation

3.2. Blockchain

1.Generate hash with SHA512 hashing technique
2.Link cipher blocks

3.3. Steganography

1.Read the cover audio files

2.Normalize the cipher block

3.Embed each cipher block in various audio files
4.Send the files in random order
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4. BLOCKCHAIN ENABLED DUAL LEVEL SECURITY
SCHEME

In this research work, Blockchain enabled Dual Level Security Scheme
(BDLSS) is proposed to enhance security while using open unsecure network for
data transmission.
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Figure 1. Proposed Blockchain enabled Dual Level Security Scheme (BDLSS)

Cryptography and steganography are the two pillars of secure transmission.
Blockchain concept imparted in the dual level security scheme improves extra
reign to the method. Sending the cipher blocks embedded in random audio files
without any traces of hidden secret data gives strong protection. Figure 1 shows the
Blockchain enabled DLSS. Identifying keyframe is the initial step in BDLSS and
its algorithm is given below. SSIM, entropy, histogram difference of ROl among
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the frames are calculated for keyframe extraction. SSIM & entropy values should
be fixed according to the videos used. Here, SSIM between the frames lesser than
0.99 and entropy difference greater than 0.05 is chosen for the secret traffic video.

Algorithm for Keyframe Extraction
1. Read the video
2. Find N the number of Keyframes
3. Identify ROI
1. Seti=1, then Fi=first frame
2. Select three candidate regions Ry, Rz, Rz on the first frame F;
3. Calculate the MSE score between the candidate regions
4. Choose the largest MSE score region as ROI
4. Keyframe Extraction
1. While (i <=N)
2. For all consecutive frame pairs Fi & Fi+1
3. Calculate SSIM, Entropy, Hist_Difference and Standard Deviation
If (SSIM < 0.99 && Entropy >0.05 && hist-diff > std_deviation)
Add in Keyframe list K[ ]

Else
Add in Non- Keyframe list NK[ ]
End
5. Keyframes K] ] identified
Secret Key
Genesis Block Cipher Block 2 Cipher Block n
Hash /’ Hash ,.»"" Hash
Encrypted Encrypted Encrypted
Block 1 (-] Block 2 () oo Block n

Figure 2. Formation of Blockchain

Including the Blockchain concept to the Crypto-Stegano (DLSS) improves the
efficiency of the proposed work. Secret key is known by the sender and receiver.
SHA 512 algorithm is used for generating the genesis hash for the secret key. Each
block has the previous hash and the encrypted block. Hence, the hash is the link
between the cipher blocks. Figure 2 depicts the Blockchain formation. The strong
hashing technique makes the proposed method to overcome the risk of deepfake [9]
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mechanisms. Since the all the cipher blocks are independent, they can be embedded
in different conventional audio files and sent in random order. As the cipher blocks
are sent hidden in various audio files, missing any of the blocks will not support the
decryption process. And hence the secrecy is maintained. Each cipherblock is
applied with discrete cosine transformation (DCT) prior to embedding.
Normalization factor [7] is derived from the short-term energy calculation of the
audio signal. Normalized cipherblock is hidden in the audio file without leaving
any traces of the secret data. Any audio file can be used to hide the cipherblock.
The only constraint for choosing the audio file is, it has to be lengthier enough to
hold the secret cipherblock.

5. EXPERIMENTAL ANALYSIS AND PERFORMANCE ANALYSIS

Secret video and the cover audio files are digitalized in the pre-processing step
for keyframe extraction [1,2]. On digitalization, cover audio generates 1D scalar
dataset and the secret video generates 2D or 3D vector dataset. Hence, it is the
major constraint for embedding the vast secret data in audio file. The Blockchain
concept provides solution for this problem. The cipher block is converted into 1D
scalar dataset and embedded in the normal audio file. Spiral shuffling generates the
confusion matrix, for which the DCT is applied in sender’s side and Inverse DCT
in receiver’s end supports in the retrieval of original secret data. Those calculations
are given in the equations (1,2).

N-1 N-1
det(u,v) = a(Wa(v) + Z Z f(x,y)cos [Tt(sz ; 1)u] cos [ﬂ(sz ; 1)v] )
y=0 y=0

foruv=0,12........ N-1

fx,y) =+ Z Z a(u)a(v)dct(u, v)cos [n(sz-l: 1)u] cos [n(zxz"N' 1)V] 2
y=0 y=0

where, N is the data sequence
1 1
/ﬁ foru=20 /ﬁ forv=20
&
\/% forv+0

\/% foru=0
5.1. Cryptanalysis
Peak Signal to Noise Ratio (PSNR), Correlation coefficients, and Structural
Similarity Index Measure (SSIM) calculation are, given in equations (3-5), used to
perform cryptanalysis by comparing the differences between the original secret
image and the encrypted image.

a(u) = a(v) =
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where x and y are the two datasets for which the cross-correlation (r) is calculated.
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SSIM(D,S) =

Various videos such as a sample Traffic video, standard Akiyo video and a
Cartoon video are considered for our experimental analysis, as shown in the Table
1, to prove that the proposed method is applicable for any type of videos.

Table 1. Keyframe Analysis

Video Video Name | Information Resolution No. of No. of

bits frames Keyframes
Videol Traffic 1434 KB 360 X 270 322 10
Video2 Akiyo 460 KB 264 X 352 300 8
Video3 Cartoon 805 KB 1920 X 1440 311

Table 2 depicts the cryptanalysis to prove that the proposed method
successfully resists differential attacks. For each of the cipherblocks in the sample
traffic video, the experiment is carried out by calculating the Structured Similarity
Index(SSIM), Correlation Coefficients and Peak-Signal-Noise Ratio(PSNR) and
the results obtained are tabulated in the Table 3.

Table 2. Cryptanalysis

Video No. of Frame SSIM Correlation PSNR
Frames Aspect Ratio Coefficients
Videol 322 360 X 270 -1.3545e-03 -0.00022 -44.0899
Video2 300 264 X 352 -2.9545e-04 -0.00028 -47.0632
Video3 311 1920 X 1440 -1.6621e-04 0.00004 -42.9190

Where cfl, cf2 are the cipherframes, ‘n’ is the number of pixels and used to
calculate the NPCR & UACI values. Comparative analysis is carried with existing
methods and the results are highlighted in Table 4 & Table 5. Net Pixel Change
Rate (NPCR) and. Unified Average Changing Intensity (UACI) [1,11,14] are
calculated as per the equations (6-8) and the results are shown in the Table 5 with
time complexity and correlation coefficients. The proposed BDLSS shows higher
performance rate than the existing methods [1,4,14]. Figure 3 shows the original
and cipher keyframe of sample surveillance video and the standard Akiyo video.



104 International Journal on Information Technologies & Security, /e 2, (vol. 15), 2023

The experimental simulation is carried out in MATLAB R2022B with various
secret videos and its compatible audio files. As there are no major restrictions in
choosing the video & audio files, the proposed BDLSS can be applied in various
fields easily. Here, surveillance video, standard Akiyo video and cartoon videos are
considered as secret videos and song audio files (eg. ‘despacito’ song) in mp4
format are used as cover files.

)
NPCR(cf1,cf2) = —=— X 100% (6)
ij
(i, )) :{ 0, if (cf1(i,j) equals cfZ(i,j) @
1, Otherwise
cf1G.) —cf26.) .
UACI(cf1,cf2) = Z X 100% ®)
LJj
Table 3. Cipher block
. Block No. of Correlation
Video No. Frames SSIM Coefficients PSNR
1 25 -0.0029 -0.00027 -44.0899
2 21 -0.0018 -0.00024 -44.0664
3 27 -0.0013 -0.00037 -44.0162
4 33 -0.0018 -0.00018 -44.0387
Traffic 5 53 -0.0026 -0.00012 -44.0429
Videol 6 30 -0.0013 -0.00046 -44.0320
7 35 -0.0022 0.00002 -43.9877
8 25 -0.0022 -0.00035 -44.0375
9 60 -0.0071 -0.00019 -44.0697
10 12 -0.0035 -0.00044 -44.0840
Table 4. Comparative Analysis 1
# Video SSIM
Proposed Method Akivo 0.00078
Qingging Han et al. [4] y 0.0012
Table 5. Comparative Analysis 2
# Frame_ Image Speed Correlation | NPCR UACI
Size (ms)
Proposed Method [264, 352, 3] 504 -0.00022 99.67 33.46
R. Hamza et.al [1] [640, 480, 3] 790 0.0035 99.62 33.47
X. Huang [14] [256. 256, 1] 547 0.0722 >99 33.43
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Figure 3. Original and Cipher Keyframes

5.2. Steganalysis

Steganalysis is performed to ensure the secret cipher data is hidden effectively
in an audio at sender’s side and lossless retrieval at the receiver’s end. SSIM,
PSNR, Correlation, SNR, MSE, histogram analysis is performed as steganalysis
and the results are given in the following Table 6.

Table 6. Steganalysis

Audio Video Correlation
: Cipher | SSIM la PSNR SNR MSE
File Coefficients
Block
a‘ﬁ;?/l' vel | 0.9999 |  1.0000 57.1329 | -1.2528e-04 | 1.9351e-06
aﬂ?’z. ve2 | 0.9998 |  1.0000 55.4627 | -1.8328e-04 | 2.8427¢-06
a‘\f;& ve3 | 0.9998 |  1.0000 56.8727 | -1.3377e-04 | 2.0546e-06

SSIM values are closer to 1, which shows that there is only a minimal
difference in the structure of the cover audio even after embedding the secret video
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cipherblock. Value for correlation is 1, proves the strength of stegano method
proposed. PSNR of the secret image frame obtained in the receiver’s end is always
>55 shows the competence [6-8]. Mean Square Error (MSE) is the average squared
difference between the estimated values and the actual value ® which is calculated
with the following equation (9). Lesser the value better the result. Hence, the
proposed BDLSS is efficient.

MSE = ——3m  — ¥ (D(x,y) — S(x,))? 9)

Thus, the cryptanalysis and steganalysis are performed to show the efficiency
of the proposed work. Also, comparative analysis is carried with some of the
existing work to highlight BDLSS. Furthermore, in our future work Deep learning,
machine learning and CNN [12,13] concepts can be utilized to automize the

keyframe detection for reducing the time complexity.
5.3. Significance of BDLSS

a. Integrating the benefits of Blockchain with Crypto-Stegano adds new zest
to the proposed methodology.

b. In the proposed BDLSS the cipherblocks are sent in any random order,
makes it stronger.

c. SHAS512 hashing algorithm is used to produce the 64bit linking key, which
connects the randomly sent cipherblocks, in the receiver end.

d. Discrete cosine transformation is performed and then the resultant is
dynamically normalized with the short-term energy value of the cover
audio to hide the cipherblock without any traces.

e. Any audio signal, including music, songs, conversational audio files, can
be selected as cover audio provided it should be equal or lengthier than the
cipherblock.

f. Different cover audios can be used to send each cipherblocks, so that the
hacker cannot suspect.

g. Itis alossless method; hence the secret video reaches the receiver without
any modifications or loss.

h. Many standard measures are calculated and compared to prove the
efficacy. Proposed method is incorporated with standard video to state its
performance over existing methods.

6. CONCLUSION

This research work addresses the problem of confidentiality. Multimedia data
are vulnerable and seeks additional protection than ordinary data, as it attracts
intruder easily. Blockchain enabled Crypto-Stegano DLSSM outperforms well and
achieves good result in transferring video data in the open network. Correlation
coefficients are derived to prove the similarities between original secret video &
decrypted video and cover audio signals before & after embedding. SNR, PSNR,
SSIM, MSE and histogram measures prove the lossless transmission of secret
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video. Experimental results are carried with the surveillance video and standard
akiyo video for comparative analysis to prove the performance of proposed
Blockchain enabled Dual Level Security Scheme over existing methods.
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