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Abstract: The article continues to review the approach to designing the 
architecture of a distributed information monitoring system and quality 
management of communication services provided by the infrastructures of the 
Internet of Things and the industrial Internet of Things, based on solutions that 
support machine-to-machine and human-machine interaction. The development of 
a neural network model of an intelligent monitoring agent based on a recurrent 
neural network with a long chain of short-term memory elements is proposed. The 
matrix structure of the LSTM network memory cell is proposed, which takes into 
account the spatio-temporal correlation of load parameters associated with the time 
lag of its propagation and is a matrix of connectivity of LSTM network 
hyperparameters and accumulated values of load parameters of monitoring nodes 
in the vicinity of a controlled monitoring node, taking into account the 
characteristics of the time series of propagation of load in stationarity moments..  
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1. INTRODUCTION 
The article continues [1] the approach development to designing the architecture 

of a distributed information monitoring system and quality management of 
communication services provided by the infrastructures of the Internet of Things and the 
industrial Internet of Things, based on solutions that support machine-to-machine and 
human-machine interaction. 

A review and analysis of previous studies are also provided in [1].  
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2. MODIFICATION OF A DECENTRALIZED MONITORING SYSTEM 
SCHEME BASED ON A VARIETY OF INTELLIGENT AGENTS 

The choice of a decentralized monitoring system (MS) scheme based on a set of 
intelligent monitoring agents (IMA) requires modification of the generalized MS scheme 
with centralized management [1] by converting it into a peer-to-peer interaction scheme 
of a subset of IMA. The result of this modification is shown in Figure 1. 

 

Figure 1. Generalized structure of a decentralized type monitoring system based on a subset of 
intelligent monitoring agents; MN – monitoring node 

 
It follows from Figure 1 that a set of IMA’s is placed on a set of monitoring nodes 

(MN), forming an interacting pair MNk k
MN IMA↔ . In this case, MNk is part of the 

environment MNk
IMA  

with which it interacts, obtaining a vector of load parameters 

j
k sbX (t )  of the k-th MN at a time j

sbt . Another part of the environment with which 

MNk
IMA  interacts is a subset of IMAMN, formed in accordance with the weighted 

digraph of the propagation of the load parameter vector 
{ }i kG(MO,E), MN ,MN , E, MN MO∈ ∈ .  

Thus, in contrast to the traditional multi-agent systems (MAC) Grid scheme of agent 
interaction (interaction of the type "each with each"), the study proposes to reduce the 
number of IMA interaction links. That is, as a source of analysis, 𝐼𝐼𝐼𝐼𝐼𝐼𝑀𝑀𝑀𝑀𝑘𝑘  uses only the 
values of the parameter vector 𝑋𝑋�𝑘𝑘(𝑡𝑡𝑠𝑠𝑠𝑠

𝑗𝑗 ) and the values of the parameter vectors formed 
by MNk-1 and MNk+1, which are associated with the MNk time lag of their propagation 
according to the type of digraph G(MO,E). It can be assumed that the subset {MNk-1, 
MNk+1} is the source of retrospective values of the parameter vectors j

k-1 sbX (t )  
and 

j
k+1 sbX (t ) , and, in turn, MNk is included in the subset of sources of retrospective 

parameters for other neighboring MN. 
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In graph theory, such a generated subgraph of the digraph G(MO,E), consisting of 
all vertices conjugate to MNk and all edges connecting two such vertices, is called the 
Neighborhood of the vertex MNk and is denoted ( )G(MO,E) kN MN  [2]. 

3. SUBSTANTIATION OF A VARIANT OF THE NEURAL NETWORK 
MODEL OF AN INTELLIGENT MONITORING AGENT 

The scheme of MS organization proposed in Figure 1 with a decentralized structure 

based on a set MN MN1 k
IMA ,..,IMA 
 
   

suggests that the most important component of 

IMA is a learning block that provides intelligent analysis of the values of vectors of load 
parameters of parameters j

k-1 sbX (t ) , j
k sbX (t ) , j

k+1 sbX (t ) . Since it is required to 
perform a retrospective analysis of a time series, therefore, according to the general 
classification of neural network models [3], a class of recurrent neural networks (RNN) 
[4].  

The RNN structure takes into account the results of converting the output vector of 
parameters at the previous stage to process the input vector of parameters at the next 
stage of network operation (Figure 2). RNN should be considered as several copies of 
the Lt layer, activation of which occurs at a time that transmits the parameters of the 
subsequent copy to the Lt+1 layer. 

For each time point t, the values y<t> of the Lt  layer output and its characteristic 
variable a<t> are determined by expressions (4)-(5): 

<t> <t-1> <t>= ( + + )aa ax a1a g W a W x b     (4) 
<t> <t>= ( + ),yya2y g W a b     (5) 

 

 

Figure 2. Generalized structure of a recurrent neural network 

where g1 and g2 are activation functions – usually a logistic sigmoid σ or hyperbolic 
tangent - tanh), and Waa, Wax are the weighting coefficients of the corresponding 
activation and input parameters, ba is the displacement vector of these parameters. 

Taking into account (4)-(5), the layer structure is shown in Figure 3. 
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Figure 3. Generalized structure of the recurrent neural network Lt  layer 
  
The main problem of the impossibility of using RNN classical architecture in long-

term forecasting tasks is the problem of vanishing or exploding gradients during the 
execution of the error back propagation (BPE) task by gradient descent methods, which 
are most applicable for RNN networks. Since the activation functions in the BPE 
problem are linear and at the same time represent the ratio of derivatives of the error 
value over the period T, even small changes in the values of the weighting coefficients 
Waa and Wax will lead to an exponential increase or decrease in the gradient values, which 
is explained by the presence of bifurcation points [5]. Accordingly, this leads to the 
difficulty of obtaining dependencies over long time intervals – obtaining reliable context 
from past network states. 

4. THE PROBLEM OF GETTING CONTENT 
In part, the problem of obtaining context in long-term T intervals is solved by special 

architectures of classical RNNs, for example, such as Jordan and Elman RNNs [6]. A 
feature of these RNN architectures is the introduction of feedbacks from network outputs 
(Jordan RNN) or from outputs of hidden layer neurons (Elman RNN).  

Since it is necessary to minimize the delay time of the control action delay
jt , and the 

network learning time is one of the components j
proct

 
in its composition, to eliminate 

this shortcoming, the study suggests using the LSTM network – a long chain of short-
term memory elements, which is a type of RNN architecture. The main difference 
between LSTM and RNN with feedbacks is the possibility of their use in predicting time 
series, in particular, in cases where the values of the required parameters are separated 
by time lags with indeterminate duration and boundaries. This is achieved by the fact 
that the LSTM architecture, along with the Lt layer 

 
elements discussed in Figures 3 and 

4, contains a memory element CellLSTM – a recurrent module with a special structure 
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(Figure 5) [7], which has the ability to memorize the values of the parameters of temporal 
dependencies x<t> and a<t>. By combining layers of CellLSTM-cells that store the values of 
temporal dependencies, both on short (t±1) and long (t±n) time intervals, it is possible 
to increase both the depth of the forecast due to the accumulation of retrospective data, 
and its accuracy due to a retrospective analysis of the influence of these parameters on 
the output value. Figure 4 shows that the CellLSTM-cell structure, in addition to the 
characteristic variable a<t>, contains a special variable c<t> called the CellLSTM-state. This 
variable displays the temporal state CellLSTM – information about the data stored, 
accumulated or deleted at time t-1 in the data cell. The variable c<t> is controlled by 
special filter functions, called "gate" in the LSTM architecture. The classical approach 
to development CellLSTM defines a "gate" of four types: input gate, output gate, forget 
gate, candidate cell state gate. Expressions (6)-(9) define the basic functions for gates:  

=σ( x + + )t t t-1xi ai ii W W a b       (6) 

=σ( x + + )xo ao ot t t-1o W W a b        (7) 

=σ( x + + )t t t-1xf af ff W W a b        (8) 

=tanh(W x +W +b )xc act t t-1 cc a ′′           (9) 

 

Figure 4. Generalized structure of the LSTM network memory CellLSTM-cell 
 
It also follows from Figure 4 that the current state c<t> depends on whether the 

previous state c<t-1> will be replaced by a new "candidate" state (10): 
<t> <t-1> <t>

t t= +с f c i c⊗ ⊗ ′         (10) 
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In addition, the value of the characteristic variable a<t> also depends on the current 
state c<t> (11): 

<t> <t>= tanh( )ta o c⊗                                              (11) 
The considered structure of CellLSTM is basic and in the process of improving the 

LSTM architecture has been modified for applicability in specific conditions. For 
example, in conditions when the value of the output "gateway" is zero (the "gateway" is 
closed), the behavior of the LSTM network will not depend on the CellLSTM-state 
(degeneration into an RNN structure). To eliminate this, the cell state coefficient, 
implemented by matrix multiplication, is introduced into the function of the basic 
gateways. 

Interesting applications of similar control mechanisms for components of 
distributed systems are presented in [8, 9]. 

5. CONCLUSION 
The process of designing the structure of the neural network model, which is the 

basis of the training unit of the intelligent monitoring agent, has been completed. A 
choice is made of the structure of a variant of a recurrent neural network, which provides 
the possibility of solving the problem of predicting the values of a time series of load 
parameters on monitoring nodes located in the vicinity of a controlled monitoring node 
and associated with a time lag of the propagation of moments of unsteadiness of this 
load.  

A class of recurrent networks with long short-term memory (LSTM networks) has 
been reasonably chosen as the basis of the neural network model. The matrix structure 
of the LSTM network memory cell is proposed, which takes into account the spatial-
temporal correlation of load parameters associated with the time lag of its propagation. 
The matrix is a matrix of connectivity of the hyperparameters of the LSTM network and 
the accumulated values of the load parameters of monitoring nodes in the vicinity of the 
monitored monitoring node, taking into account the characteristics of the time series of 
propagation of the moments of unsteadiness of the load. 
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