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Abstract: This paper presents a non-destructive steganography method that
constructs static images based on a diffusion-stable approaches with hex
description of hidden data. Unlike traditional approaches that embed data into
existing images — altering them irreversibly — this method preserves the
integrity of the visual carrier. Steganography relies on human visual limitations
to conceal information, and many existing techniques (e.g., LSB, transform-
based, fractal, RGB methods) modify image data. These can be grouped into
two types: altering digital data and overlaying templates. In contrast, our
approach generates a new image from the hex input and PyTorch model with
diffusion transformers. This approach could ensure secure, reversible
information hiding suitable for modern confidentiality needs.
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1. INTRODUCTION

The volume of digital information—including data processing, storage, and global
usage in modern society—has grown exponentially, increasing 60-fold over 13 years to
reach 120 billion terabytes by 2023. Projections estimate it will exceed 180 billion
terabytes by the end of 2025. This outlines its level as extremely high and with a
sustainable upward trend [1]. In the stage of the Fourth Industrial Revolution 4.0, a
certain opportunity arises for humans to implement their own strategies with the
capabilities of machines [2] to achieve the most effective way of data processing.

In this aspect, the presence of approaches in which the exchange of this data should
be reliable, and the data protected, sets requirements for the construction of mechanisms
that ensure this protection. One sustainable and commonly applied approach is
steganography. This form of data hiding has its development as a result of a number of
objective circumstances arising from the security domain. This led to the development
of a number of methods for "embedding" information using digital images.

Scientists have built the logic of confidentiality in the transmission of digital data
through images, relying on the physiological characteristics or more precisely, the
limitations of the human visual organ with a characteristic spectrum of visible light
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absorption, or in other words — the sensitivity of the eye to wavelength. Without
considering the physiological prerequisites in detail, the argument will be presented that
with normal colour vision the human eye is able to distinguish the change in wavelength
of the visible spectrum with a step bordering on 1 nm [5, 6]. This provides an opportunity
to change (manipulate) the colour parameters of a given image with a range guaranteed
by at least 1 bit, without this change being noticed by human vision. This approach with
the change of the digital description of an existing image is widely used, ensuring the
"hiding" of purposefully embedded data.

Based on existing approaches [3, 4, 7-13] for hiding messages in an existing static
image, a set of methods can be formed, which are in the field of applications listed below:

« Least significant bit (LSB) method;

e Transformation domain method;

o Colour palette method;

 Blue noise steganography method;

o Histogram-based steganography method;

 Fractal steganography method;

 Surface encoding method;

e Block-based steganography method;

¢ RGB channel steganography method;

o Reverse Steganography;

o Image Masking Steganography;

o Path-Based Steganography.

In addition to the methods mentioned above, the use of encryption algorithms in
hiding data in images is widely used, among which are approaches based on the Shannon
algorithm. There is the practice of hiding data in technologies such as blockchain,
referring to the act of embedding hidden data within transactions or other data structures
of a blockchain [14]. For the above methods, their main characteristic can be formed.
This key characteristic creates two main categories in the considered steganography
approaches [1, 3, 15]:

o Changing the digitally represented data;

o Superimposing data or templates on the carrier graphic file.

Based on the application areas, the following summary of the data hiding methods
listed above can be made using several key indicators (table 1.) [16]:

Table 1. Summary for areas of the steganography application

Method Range Area Characteristics
Least Wide Spatial Domain Easy to implement.
Significant Bit Vulnerable to compression
Transformation | Wide Frequency Domain More resistant to processing
Domain (DCT, DWT)

Colour Palette | Moderate | Color Suitable for palleted images.
Models/Palettes
Blue Noise Minimal | Noise Techniques Uses noise patterns to make
detection
Histogram- Moderate | Image Analysis/ Uses statistical properties, suitable
Based Distribution for detection and protection.
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Fractal Minimal | Fractals and Self- Uses fractal structures
Similarity

Surface Minimal | 3D/Vector Surfaces Uses 3D models

Encoding

Block-Based Moderate | Block Separation Used in combination with other

Steganography (Spatial/Frequency) methods

RGB Channel Wide Color Channels (R, Uses separate color channels
G, B)

Reverse Minimal | Analysis/Detection For discovering hidden data
via Inverse
Techniques

Image Masking | Moderate | Visual Cloaking For hiding in opaque areas

Path-Based Minimal | Contour or Focus on image routes.
Trajectory
Embedding

As one of the most widely used methods, LSB has been the subject of numerous
studies. In [17], this method is presented with strong visual and statistical analysis, along
with positive results from its application. In another study, related to this topic, four
major statistical properties describing the degree of similarity between two images are
calculated [18].

All of the above approaches could form the following conclusion — Destructiveness
of the original image. This is due to the fundamental principle underlying the above
methods — Embedding semantic data into an existing image data.

This publication proposes another principle for hiding data — building a static image
using a hex input description of the data. This is a non-destructive approach by its nature.

The emergence of open-source machine learning frameworks such as PyTorch
presents significant opportunities in steganography, particularly in the development of
non-destructive information hiding techniques. Classical steganography techniques
often rely on and refer to the basics of modifying the carrier data, which can lead to loss
of quality or easy disclosure of the hidden text content in them. Contemporary
steganographic research emphasizes predefined methods that facilitate the embedding of
information with minimal alterations to the original data. In research [5], author
considers the measurement of the wavelength discrimination threshold across the visible
spectrum, which optimizes the predetermination processes in steganography. Another
researcher [15] focuses on steganography approaches through data hiding, which
supports the analysis of steganographic methods and reduce the cognitive load of
researchers. In another study [3], the techniques used for hidden information encoding
is analysed.

Our current study builds upon previous research in steganography by proposing an
advanced and rarely explored non-destructive steganographic method based on
diffusion-stable approaches.

2. CONCEPTUAL MODEL

The main idea of the conceptual model is to create a source using a hexadecimal
description of data, which will be the basis for building a two-dimensional image. This
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hexadecimal description represents a static character string forming a message, and
existing encoding standards such as Unicode, ASCII, or ISO/IEC 8859-9:1999 can be
used. The mentioned description will be considered as part of the overall description of
the image. It is worth noting that this approach requires a mechanism for direct byte-
level control, which is currently not supported by Al generative models such as DALL-E,
Stable Diffusion, and Midjourney in their direct implementation.

Based on certain standards for lossless compression graphic file formats - for
example Portable Network Graphics (PNG) [19, 20], the IDAT (Image Data) part can be
considered as the target, which is part of the structure of this type of graphic file
containing the actual image data. In this paper, the algorithms for compression and
decompression of the data stream constructed from all IDAT file parts will not be
presented, as they are currently standardized and widely applicable. The concept of the
proposed approach requires the presence of several processes, through which they should
cover all stages of the construction of the two-dimensional image. Figure 1 shows the
conceptual logic of the model for non-destructive construction of an image based on a
hex description. In the conceptual model presented in Figure 1, one of its key
components is the image generator, based on generative machines such as PyTorch
model with diffusion transformers.

N LSTM/ Transformer / ML
Hex-to-Byte Decoder learnable embeddings Sequence to latent vector

hex array decoding embed | = encoder
"48 65 6c 6 6" padding layer MLP/GRU/CNN

RGB | |loss function | Diffusion
image MSE Model

Latent-to-Image Generator

Figure 1. Conceptual model of non-destructive image construction based on hex description
input for PyTorch model with diffusion transformers

Below is the short description of the proposed model.

Phase 1(Hex input):

Hex-to-Byte Input (Representation of hex string)

Example: "48656¢c6c6f" — b"Hello"

Every 2 hex characters = 1 byte

Output: 1D array of bytes — [72, 101, 108, 108, 111]

Phase 2(Byte Embedding Layer):

Each byte number (0-255) is inserted into an embedding table — 256 x D (e.g.
D=128)

Converts a sequence of bytes into a vector sequence

Phase 3(Aggregator / Encoder)

Collects the sequence into a latent vector via Transformer encoder
Output: Vector z of fixed length

Phase 4(Latent-to-Image Generator)

Generates an image from a latent vector z via Diffusion Decoder
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Phase 5(Loss function (during training))

MSELoss is selected as it effectively maps the difference between the generated

and real images.

For better understanding, the general principle of the model is shown below (Fig.
2):

Hex string:  "48 65 6c 6c 61
| (decode)

Bytes: [72. 101, 108, 108, 111]
| (embedding)

\"ectfr s: -1 L L

Transformer

Decoder

.
RGBA Image

Figure 2. Basic principle of the non-destructive image construction based on hex description
input for PyTorch model with diffusion transformers

It is important to note that this approach requires a model training phase, which can
be achieved using a synthetic dataset (Fig. 3a, Fig. 3b).

import torch

import torch.nn as nn

from torch.utils.data import Dataset, Dataloader
from torchvision.utils import save_image

import torchvision.transforms as transforms

from PIL import Image

import numpy as np
hex_input = "48656c6c6f205761726c64"
def hex_to_tensor(hex_string):
byte_array = bytes.fromhex({hex_string)
max_len = 32
byte_list = list(byte_array)[:max_len]
if len(byte_list) < max_len:
byte_list += [@] * (max_len - len(byte_list))

return torch.tensor(byte_list, dtype=torch.float32) / 255.8

input_vector = hex_to_tensor(hex_input).unsgqueeze(8)

Figure 3a. An example of Synthetic Database Training
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class HexToImageModel{nn.Module):
def _ init_ (self, input_dim=32, img_size=64):
super()._ init_ ()
self.fc = nn.Sequential(
nn.Linear(input_dim, 256),
nn.RelU(),

nn.Linear(256, img_size * img_size * 3),

&

n.Sigmoid()
I}

self.img_size = img_size

def forward(self, x):
x = self.fc(x)

return x.view(-1, 3, self.img_size, self.img_size)

model = HexToImageModel()
with torch.no_grad():

output_image = model({input_vector)

save_image(output_image, “generated_image.png™)

Figure 3b. An example of Synthetic Database Training(continue)

The code shown above uses hex input = "48656c6c6f20576f726c64" (which
corresponds to "Hello World") as a reference, but in the later development phase, an
actual reference will be used. In a real-world scenario, a dataset of hex strings and their
corresponding images will be required for supervised learning.

Another important thing in this process is the introduction of conditional dynamic
logic. The conditions of this logic are a function of external factors such as - astronomical
indicators (time, day, moon phase, etc.) used as parameters, other external signals or key
parameters known ONLY to both parties. This conditional logic can be built from Pre-
established and Predefined Rules (PPR). These rules establish basic approaches when
the model encodes or extracts the hidden data such as - reading direction (left to right,
top to bottom, symbol-wise reading), coordinates of the first symbol, length of the hidden
data, etc. So, under certain conditions set in the PPR, the recipient's model will apply a
specific approach to reading the data, which circumstance remains unknown to third
parties.

The process of extracting hidden data a separate reverse model (Decoder) needs to
be trained to reconstruct the hex string from the image. The program logic for the
extraction process is shown below (Fig. 4.):

Image — Encoder — Latent = Decoder — Bytes = Hex — Text

Figure 4. A program logic of the extraction process based on hex description input for PyTorch
model with diffusion transformers
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Due to paper length limitations, only selected functionalities and parts of the
program logic will be presented. The functional diagram of decoding a hex string from
an image using a Diffusion Transformer in PyTorch is presented in Figure 5.

[1] Input Image (RGB)
!

[2] Image Encoder (CNN, ViT, or CLIP)
- Converts image — latent vector
!
[3] Diffusion Transformer (Decoder)
- Implements denoising steps (reverse diffusion)
- Learns to map from noisy latent — clean latent
- Uses attention layers + noise scheduler
!
[4] Output Projection Head
- Linear layer: [D] — [32] (presumed hex string)
- Activation: Sigmoid() — normalize to [0,1]
- Output: predicted_byte vector € [0, 1]32
!
[5] Loss Function (during training)
- Target: original hex vector € [0,1]3?
- Loss: MSELoss(predicted, target)

Figure 5. The functional diagram of decoding a hex string from an image using a Diffusion
Transformer in PyTorch model

An example of a basic CNN encoder in PyTorch that takes an RGB image of size
3x64%64 and outputs a latent vector of size 512 is shown in Figure 6.

import torch
import torch.nn as nn

import torch.nn.functional as F

class SimpleCNNEncoder({nn.Module):
def _ init_ (self, latent_dim=512):
super(SimpleCNNEncoder, self)._ init_ ()
self.convl = nn.Conv2d(3, 64, kernel_size=4, stride=2, padding=1)

self.conv2 =

=

n.Conv2d(64, 122, kernel_size=4, stride=2, padding=1)

self.conv3 =

5

n.Conv2d(128, 256, kernel_size=4, stride=2, padding=1)

self.conv4 = nn.Conv2d(256, 512, kernel_size=4, stride=2, padding=1)

5

self.fc = nn.Linear(512 * 4 * 4, latent_dim)

ard(self, x):
F.relu(self.convi(x))
F.relu(self.conv2(x))

= F.relu(self.conv3(x))
F.relu(self.conv4(x))
X

wview(x.size(8), -1)

MoM oM oM X X
n

self.fc(x)

return x

Figure 6. An example of basic CNN encoder in PyTorch
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The present analysis focuses on a specific case study aimed at applying an
innovative non-destructive method in the field of steganography, based on Diffusion
Transformers implemented in a PyTorch model. The amount of new and innovative
topics and technologies that are not addressed in the existing literature is alarming - for
example, the use of non-destructive methods and approaches in the development of
steganography and confidentiality of information data streams. This analysis supports
the qualitative conclusions of other researchers and reveals gaps in the existing literature
on non-destructive approaches in steganography.

3. CONCLUSION

The proposed non-destructive approach to create an image containing information
that can be defined as confidential uses reverse logic — the generation of the image is
based on hex description input for PyTorch model with diffusion transformers. One of
the key advantages of this approach is the higher degree of information capacity.
Compared to LSB, the proposed non-destructive approach has a theoretically 24 times
greater information capacity. Another advantage is the possibility of using existing
machine image generative engines, which have permanently and sustainably entered the
field of digital processing. This type of generative machines enables the enhancement of
the degree of automation in the process. A third advantage is the possibility of forming
a set of code tables that will ensure a higher degree of confidentiality of the information
carried in the image. From a security standpoint, the strength of the proposed algorithm
relies on the Pre-established and Predefined Rules which are known only to both parties
involved in the data exchange.

It can be concluded that, following the development of a functional program
mechanism, the potential use of this non-destructive approach for concealing
confidential information would expand the existing set of algorithms in this field, and
on the other hand, offers higher information capacity along with enabling greater levels
of automation in the process of hiding sensitive data. As a continuation of this study, the
research team aims to develop a hybrid program mechanism for direct byte-level control
using the technical capabilities of generative models such as DALL-E, Stable Diffusion,
or Midjourney. This is necessary because, as of today, such control is not feasible
[21],[22] - these generative models do not operate at the byte level but rather generate
pixel values through neural networks working in latent space. After the successful
implementation of this mechanism, the next step will be to accumulate a critical
empirical mass of results with quantitative indicators for subsequent analysis.
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