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Abstract: This paper investigates the integration of open-source large language 
models (LLMs) for simulating vulnerable Internet of Things (IoT) environments, 
with the aim of enhancing cybersecurity posture through advanced threat modelling 
and automated response testing, while also comparing their effectiveness to cloud-
based commercial models. We examine the potential of LLM-driven simulations 
to expose hidden vulnerabilities, evaluate incident response strategies, and support 
the development of more resilient IoT ecosystems. Particular emphasis is placed on 
the use of open-source LLMs, which offer distinct advantages in privacy-
preserving threat analysis due to their ability to operate entirely on local 
infrastructure without transmitting sensitive data to external cloud services. As 
cyber threats targeting IoT devices continue to evolve in complexity and scale, this 
research highlights the practical applications of LLMs in proactive defence, threat 
intelligence generation, and vulnerability assessment.  
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1. INTRODUCTION 

The rise of digital governance and the expansion of the internet economy have 
significantly increased the attack surface for cyber threats, especially in the context of 
IoT environments. As discussed in [1], the rapid digitalization of public services 
demands not only infrastructure development but also robust cybersecurity strategies to 
ensure continuity and trust in e-government platforms. The application of large language 
models (LLMs) for content analysis and threat detection is already being explored in 
domains such as media monitoring and influence limitation as in [2] where LLMs are 
applied in the context of black-market media analysis. Recent research in intrusion 
detection systems (IDS) have explored non-traditional data models such as graph 
databases IDSs [3] for better correlation of complex threat patterns. The growing risks 
posed by cyberattacks targeting drone cybersecurity, particularly in the context of critical 
infrastructure and national defence are discussed it [4]. These risks are further amplified 
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in the era of hybrid warfare, where cyber and physical domains are tightly interwoven. 
In this regard, large language models (LLMs) can contribute to proactive defence 
strategies by simulating vulnerable environments. Such simulations not only attract and 
log adversarial behaviour but can also help identify penetration attempts, unauthorized 
control takeovers, and protocol exploitation, threats that are especially critical in modern 
conflict scenarios. It is well established that medical data is highly sensitive and 
confidential. Recent developments [5] have demonstrated the potential of large language 
models (LLMs) to assist in securing such data. However, the security of LLMs is not 
limited to the medical domain; it can also be applied to protect various types of sensitive 
information. In this paper, we extend this core concept to address adversarial behaviours 
in Linux-based IoT systems using open-source LLMs. In this context, we highlight the 
importance of locally deployed large language models (LLMs) to maintain full data 
control and privacy by avoiding external data transmission. The primary goal of this 
study is to explore how open-source LLMs can enhance defences against the growing 
cybercrime threat, particularly in comparison to proprietary models.  

Honeypots are a common technique for analysing attack vectors, but selecting or 
configuring effective honeypots can be complex and time-consuming. With the rise of 
advanced generative models, researchers are increasingly investigating their use in 
cybersecurity toolkits to improve threat simulation and response capabilities.   

The remainder of this paper is organized as follows. Section 2 provides an overview 
of related work on the application of generative AI in cybersecurity. Section 3 details 
the proposed methodology, including model selection and configuration setup. Section 
4 presents the experimental evaluation and discusses the results. Finally, Section 5 
concludes the paper and outlines potential directions for future research.  

2. RELATED WORK  

Recent developments in generative AI have leveraged large language models 
(LLMs) accessed through services such as OpenAI’s ChatGPT, Google’s Bard, and 
other APIs or Chabot interfaces. However, the most widely adopted LLMs such as 
Meta’s LLaMA [6] and OpenAI’s Generative Pretrained Transformer (GPT) models [7] 
are subject to strict usage policies and licensing restrictions. In contrast, an openly 
licensed alternative, OpenLLaMA [10], was introduced as a reproduction of Meta’s 
original LLaMA 2 model architecture [8]. OpenLLaMA provides PyTorch-compatible 
pretrained model weights trained on the RedPajama dataset [9], which contains over one 
trillion tokens and comprises seven main data sources: CommonCrawl, C4 (Colossal 
Clean Crawled Corpus), GitHub, arXiv, Books, Wikipedia, and StackExchange. This 
alignment with the original specifications provides strong evidence that open-source 
LLMs can perform on par with leading proprietary models developed by major industry 
players. Prior to the emergence and widespread adoption of LLMs, cybersecurity 
research extensively employed traditional machine learning techniques. In [12] a 
predictive model for vulnerability exploitation is proposed based on ensemble learning 
algorithms. Graph neural networks (GNNs) were applied to program semantics for 
vulnerability identification presented in [13]. Similarly, deep learning approaches were 
leveraged to detect software vulnerabilities by [14] and [11], demonstrating promising 
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results in code analysis tasks. A significant milestone in the evolution of large language 
models was the development and open-sourcing of the Transformer architecture [16], 
which laid the foundation for modern generative models. This advancement enabled the 
development of powerful LLMs, most notably the GPT series, which underpins 
OpenAI’s ChatGPT. The demonstrated capabilities of these models have sparked 
growing interest in their use for cybersecurity applications. This has led to the 
exploration of employing LLMs as cybersecurity tools. For example, a scenario is 
presented where a language model autonomously interacts with a virtual machine by 
generating commands designed to compromise the system [15].  Similarly, [18] and [19] 
utilize GPT models to create low-risk honeypots. Their implementations rely on valid 
access to OpenAI’s GPT-3.5-turbo-16k API and are built upon the ChatGPT-based 
honeypot framework introduced by [17]. Other notable applications of ChatGPT include 
its use in detecting malicious web content, particularly phishing sites, as explored in 
[20].  

Despite the significance of these studies, none utilize locally installed open-source 
large language models, instead relying on remote API access through cloud-based 
LLMs. In contrast, this paper focuses on the application of locally deployed LLMs for 
simulating vulnerable IoT systems and enhancing cybersecurity measures, emphasizing 
the advantages of open-source models over proprietary ones, such as improved data 
privacy, transparency, and adaptability.  

3. LARGE LANGUAGE MODELS SETUP TECHNIQUES   

For local deployment of large language models, tools such as llama.cpp [21] play a 
crucial role. This tool optimizes model size and enables running LLMs directly on user 
hardware without reliance on cloud infrastructure. The experiments described in this 
paper were conducted on a machine equipped with an AMD® Ryzen 7 CPU 4.4GHz 
with 8 cores and 16 threads, 32GiB RAM, and 1TB of disk storage. Using llama.cpp, we 
run the LLaMA model with a 4-bit integer quantized [22] version in GGUF (GPT-
Generated Unified Format). Similar to the earlier GGML (GPT-Generated Model 
Language) format, GGUF models are optimized for execution on user CPUs, eliminating 
the need for GPU or cloud-based resources. Our experiments utilized the open-license 
OpenLLaMA reproduction of Meta AI's LLaMA large language model, featuring 13 
billion parameters trained on one trillion tokens, which is comparable to GPT-3.  

Its total memory usage is approximately 8 GB, compared to the original 24 GB when 
not quantized. This reduced load enables the model to run smoothly without lag or 
system overload. When the quantized 13-billion-parameter model is loaded, processor 
utilization is evenly distributed across CPU cores and threads. Our experiments 
investigate the potential of using open-source LLMs to gather intelligence on attacker 
behaviours and compare their performance with commercial large language models. The 
experiments were conducted using both open-source and commercial large language 
models to simulate vulnerable IoT systems. For both types of experiments, the 
interactive mode of the language models was employed. 

Three key features were considered during the experiments with the large language 
models: a) the first feature relates to the level of creativity or randomness in the model's 
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output; b) the second pertains to "prompt engineering," which involves crafting inputs 
to guide the model into the relevant role; c) the third concerns providing sufficient 
context when interacting with the model. 

Large language models generate text by predicting the most likely next token (word) 
based on probability distributions. Trained on vast amounts of textual data, they learn 
patterns and structures that allow them to anticipate which tokens are most likely to 
follow a given input. For each step in generation, the model assigns probabilities to all 
possible tokens based on the overall context and then selects the next token accordingly.  

 

 
Figure 1. Architecture of the open-source LLM honeypot  

 
The experimental architecture, as illustrated in Figure 1, demonstrates the 

interaction flow between the key components of the system. The language model 
generates queries, which are then sent to the honeypot simulation. The honeypot 
environment simulates vulnerable system and captures potential attacks using its 
Vulnerability Simulation, and Activity Monitoring modules. The interaction data is 
continuously recorded by the data logging component, which includes Interaction 
Logging, and Data Analysis modules. Finally, the recorded data undergoes evaluation in 
the Analysis & Reporting stage, where detailed results are generated. This architecture 
enables dynamic interactions between the components, aimed at enhancing attack 
detection and simulating realistic scenarios.  

4. EXPERIMENTS AND RESULTS   

The experiments conducted in this study are based on prompt engineering 
techniques, which are essential for guiding large language models (LLMs) toward 
reliable and contextually relevant outputs. Prompt engineering is emerging as a distinct 
area of research, playing a crucial role not only in maximizing model effectiveness but 
also in aligning responses with domain-specific cybersecurity objectives.  
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4.1. Open-source large language model simulation of a vulnerable system    

This section presents the setup for simulating a vulnerable Internet of Things (IoT) 
system using open-source large language models. The goal is to evaluate the capability 
of these models to emulate realistic system behaviours and potential attack scenarios, 
which can be instrumental for cybersecurity research and threat analysis. During the 
experiments, different parameter configurations and input prompts were tested on the 
model OpenLLaMA to evaluate their effect on model behaviour. The following 
configuration was found to produce the most realistic and stable results. 

Table 1 summarizes the parameter configuration. 
Table 1. Model Configuration 

Parameter Value Description 

Model OpenLLaMA 13B, 4-
bit quantized GGUF format  

Execution Platform CPU Local, no GPU or cloud required  

 Max Tokens to Generate 256 Number of tokens to predict 

Temperature 0.8 Default – controls output randomness 

Top-p (nucleus sampling) 0.8 Restricts token selection to cumulative 
probability mass 

 Repeat Penalty 1.0 Discourages repeated token sequences 
 Other Parameters Default settings All other parameters are left to their defaults  
 

The “temperature” parameter controls how focused and deterministic the model’s 
output is. A higher temperature increases randomness, allowing the model to select fewer 
probable tokens, while lower values make the output more predictable. The used default 
value is 0.8. The “top-p” parameter (nucleus sampling) defines the range of candidate 
tokens based on their cumulative probability, with a default value of 0.9. Higher top-p 
values allow the model to consider a broader set of possible tokens. To discourage 
repeated token sequences, a repeat penalty of 1.0 was applied, and the maximum number 
of tokens to generate was set to 256.  

The experimental setup is fully isolated from the Internet, ensuring that all responses 
are generated locally by the language model without any external influence. 

To initiate the interaction, a carefully crafted prompt is provided: “User interacts 
with an assistant named Bob. Bob is helpful, kind, honest, good at writing, and never 
fails to answer the User's requests immediately and with precision.” This prompt serves 
to guide the model’s behaviour, establishing a consistent and reliable persona throughout 
the session. Figure 2 shows how the context has changed using prompt engineering.  

To change the interaction context, the model was prompted again. The simulation 
was guided by the following prompts to ensure accurate interaction with the language 
model. Initially, the model was instructed: “I want you to act as a Linux terminal. I will 
type commands, and you will reply with what the terminal should show. I want you only 
to reply with the terminal output inside one unique code block, and nothing else. Do not 
write explanations.” Additionally, further constraints were specified: “Do not type 
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commands unless I instruct you to do so. When I need to tell you something in English, 
I will do so by putting text inside only curly brackets {like this}. My first command is 
‘pwd’”.  

 
Figure 2. Output of the open-source LLM as IoT Linux console honeypot  

Despite their tendency to hallucinate, LLMs can be leveraged to deceive an attacker. 
In this use case, the language model is tasked with simulating a vulnerable IoT system 
by emulating console access and the behaviour of a real Linux terminal, with the aim of 
producing realistic responses. To achieve this, the chatbot’s role is switched via an 
explicit context‑shifting prompt; the experimental procedure follows the instructions in 
[17] but does not rely on OpenAI’s ChatGPT. Instead, our objective is to run the open-
source LLM locally and redirect its behaviour away from answering ordinary human 
questions toward responding exclusively as a Linux console. Depending on the 
initialization parameters and the inherent randomness of token sampling, the model may 
exhibit varying difficulty in adopting a Linux terminal persona. Figure 2 illustrates a 
representative session in which the model prints the working directory, creates files, and 
subsequently reads their contents.  

As shown in Figure 3, the model successfully mimics the behaviour of common 
shell commands. It reproduces the output of the "cat" command for a previously created 
file and displays its contents, emulates the "ping" command, and simulates the process 
of installing a program. In addition, the simulated installation of Nmap (the “Network 
Mapper”) yields plausible Nmap-style output.  

 
Figure 3. Output of the open-source LLM as IoT Linux console honeypot 
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Overall, the model is able to respond in a manner consistent with a Linux‑based IoT 
honeypot shell, demonstrating its potential to emulate realistic attacker-facing 
interactions. The entire interaction session with the model was recorded and archived for 
subsequent analysis by security specialists, analogous to the data collection performed 
by a conventional honeypot. 

Logged artifacts include the full sequence of prompts and   associated timestamps. 
All recordings were stored locally within the isolated experimental environment and 
protected by access controls to preserve data integrity and confidentiality. These logs 
enable detailed post‑hoc forensic analysis, behaviour classification, and the extraction of 
indicators of compromise, while minimizing exposure of sensitive information.  

4.2 Comparison between Open-Source and Commercial LLMs  

The choice between open-source and proprietary LLMs plays a crucial role in 
cybersecurity simulations and vulnerability analysis. Each category offers distinct 
advantages and limitations, depending on the intended application, deployment 
constraints, and data sensitivity. In this section, we compare several popular commercial 
LLMs in terms of realism and reliability. The three models that we are going to compare 
between themselves, and the free one are: a) GPT-4.1 by OpenAI; b) Claude Sonnet 3.5 
by Anthropic; c) Gemini Flash 2.0 by Google. The newest one GPT‑5 demonstrates some 
clear but models like GPT‑4o or GPT‑4.1 are better optimized for real-time interaction, 
which may be more appropriate in scenarios such as automated log parsing or fast shell 
communication.  

To initiate the simulation, each model was given the same prompt as the open-
source model from the previous section. For the purposes of the below experiments, the 
following version of "Visual Studio Code" was used: 1.104.1, with "GitHub Copilot" 
plugin enabled version 1.372.0 on OS: Linux x64 6.12.43+deb13-amd64.  

As shown in Figure 4 GPT‑4.1 initially responded with a disclaimer indicating that 
it would not be able to assist with the request, likely due to safety or usage policy 
constraints.  

 
Figure 4. Generative LLM output GPT-4.1 
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However, despite this initial hesitation, the model proceeded to follow the structure 
and behavioural constraints defined in the prompt, effectively entering the simulated 
Linux terminal mode and generating plausible command-line outputs. This illustrates a 
common pattern observed in some commercial LLMs, where initial refusals are followed 
by partial or full compliance with well-crafted, role-defining instructions.  

We applied the same prompt to the next commercial model, Claude 3.5 Sonnet, to 
evaluate its ability to follow role-based instructions and simulate a Linux terminal 
environment. According to the official release, the model demonstrates stronger 
performance on complex, multi-stage tasks and exhibits more efficient behaviour, 
making it a promising candidate for emulating realistic system interactions in honeypot 
scenarios. The same prompt was tested with Gemini Flash, a commercial LLM 
developed by Google, optimized for low-latency, resource-efficient tasks like log 
parsing and real-time monitoring, making it suitable for dynamic honeypot 
environments. The outcomes of both Claude Sonnet and Gemini Flash when executing 
the simulated Linux terminal prompt are illustrated in Figure 5. The figure highlights 
differences in their compliance with role-based instructions, response structure, and 
overall plausibility of the terminal output.  

All tested models successfully maintained context after the simulated Python file 
was modified and correctly generated the expected output. In the case of GPT‑4.1, the 
output of the “ls” command in the home directory included all folders and files created 
within the same minute behaviour that was also observed with Claude 3.5 Sonnet. In 
contrast, Google’s Gemini only listed the Python file in response to the “ll” command 
and omitted the other files present in the directory, suggesting incomplete context 
tracking or simplified file system simulation. Notably, Claude 3.5 Sonnet attempted to 
mimic a specific Linux distribution. However, it exhibited unrealistic behaviour by 
repeating commands that normally produce no output, which is not consistent with 
standard terminal interaction in real environments. This indicates a tendency to prioritize 
structured responses over accurate behavioural emulation.  

 

 
(a) 

 
(b) 

Figure 5. Generative LLM output (a) Claude Sonnet 3.5; (b) Gemini Flash 2.0 
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Table 2 provides a comparative analysis of open-source and commercial large 
language models (LLMs) based on key factors relevant to their use in simulating 
vulnerable IoT environments and enhancing cybersecurity.  

 
Table 2. Comparison: Open-Source vs Commercial LLMs in Linux Simulation  

Feature Open-Source LLMs Commercial LLMs 

Customization High (can be fine-tuned) Low to moderate 

Transparency & 
Reproducibility 

Full (open weights, logs, 
fine-tuning history) black-box behaviour 

Cost Free / Low (infrastructure 
only) 

High (API pricing), usage-based pricing; can be 
expensive at scale 

Deployment 
Control 

Full (on-premise possible), 
no external data exposure 

Limited (cloud-based), dependent on external 
provider; privacy concerns 

Accuracy / 
Capability Improving, but variable High consistency, better support 

Security Excellent for isolated, 
controlled environments 

Suitable for high-level analysis, but with privacy 
trade-offs 

Community & 
Support Community-driven Vendor support 

 
In all three commercial model cases, the outputs were comparable to those of the 

open-source model, successfully following the structure of the prompt and producing 
plausible terminal-like responses. However, each mode whether open or closed exhibited 
certain limitations primarily due to hallucinations, such as fabricated command outputs, 
missing system states, or unrealistic interactions. These inconsistencies could be 
recognized by an experienced attacker, highlighting the need for further refinement when 
using LLMs in deception-based security scenarios.  

Open-source models such as LLaMA offer a high degree of customization and 
deployment control. These models can be fine-tuned and deployed on-premises, 
allowing researchers and security professionals to tailor simulations to specific attack 
surfaces, protocols, or threat vectors. This level of control is particularly advantageous 
in sensitive environments where data privacy and operational independence are critical. 

On the other hand, commercial LLMs like GPT, Claude, or Gemini provide high 
reliability and ease of integration through API-based access. These models are well-
suited for organizations seeking rapid deployment without the overhead of model 
training or infrastructure management. However, they often come with higher costs and 
limited customization options, making them less ideal for advanced research simulations 
that require internal model adjustments. From a security simulation perspective, 
commercial LLMs benefit from extensive training corpora and optimized inference 
capabilities, making them highly effective in generating realistic scenarios, summarizing 
security logs, or crafting phishing simulations. However, open-source models excel in 
targeted and controlled experimentation, especially in lab environments where low-level 
protocol emulation or firmware-based attack simulation is needed.  
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As highlighted in Table 2, a key trade-off between the two categories is complexity 
versus control. While commercial models reduce technical complexity and offer 
dependable performance, open-source models grant greater flexibility and transparency, 
essential features for academic research, red teaming, and cybersecurity training.  

5. CONCLUSION  

A primary advantage of this LLM-based honeypot approach is that attacker 
interaction occurs exclusively through a chat interface, thereby preventing any risk to 
real machines or systems from potential hackers. By constraining adversarial 
engagement to textual exchanges with the model, the setup eliminates risks associated 
with exploiting real network services or causing collateral damage to operational 
systems. This design reduces the need for complex system isolation measures and 
enables repeatable, analysable experiments. However, this chat-only interaction may not 
capture exploits dependent on low-level network behaviours or timing, so 
complementary network-based testing may still be required for thorough vulnerability 
assessment. One notable limitation is occasional inconsistency in the model’s output, 
which skilled attackers might detect as discrepancies. Although our experiments did not 
utilize the largest available open-access large language models, the results are promising. 
This approach is especially valuable for cybersecurity professionals who want to harness 
LLM capabilities without transmitting sensitive or personal data to remote cloud 
providers. Local deployment of open-source models offers flexibility for 
experimentation, customization, and on-premises data privacy, avoiding the risks 
associated with cloud data sharing. At the same time, the absence of provider-side 
moderation and safety filters means that granting public access to such models can 
undermine important ethical and security controls, while also increasing the risk of LLM 
jailbreaking. Therefore, as future work any production or public-facing deployment 
should be accompanied by strict local governance, including access controls, usage 
monitoring, content filtering, and abuse-response protocols. Ethical considerations 
related to open-source LLMs also include the potential presence of toxic content in 
training data, copyright infringement which is currently subject to numerous legal 
challenges and the risk of low-quality information propagation. Our experiments 
leveraged pre-trained models that run locally without incurring cloud or API costs, 
ensuring data privacy and enabling further fine-tuning to create more personalized AI 
systems without necessitating ever-growing model sizes. Looking ahead, integrating 
these open-source models and their outputs into user-friendly tools represents a natural 
progression, enhancing practical utility in cybersecurity contexts. 
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